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BCTYNMHE CJ10BO

BnockoHaneHHsA iHpopmaLiiHMX TEXHOMOT i CTBOPIOE YMOBM AJ1A epeKTUB-
HOTO PO3BUTKY Cy4aCHOro CycninbCTBa. KoMyHiKaLinHi 3acobu ctanu HeBif'eMHOI0
CKNafoBO XUTTA Jtofelt y BCix cdepax gisanbHocTi. MobinbHi TenedoHn,
KOMM'lOTY Ta iHTEPHET, PO3LWMPYBLUN KOMYHiKaLiliHi, NPOCTOPOBI 1 YacoBi MeXi,
PO3KPUAN HOBI MOXKNMBOCTI ANA CMIIKYBaHHA, OCBITY, MpaLi, BIZNOUYNHKY 1 TBOPYOIT
camopeani3uii ocobncTocTi.

KinbkicTb KopucTyBauiB MobinbHUX TenedoHiB Ta iHTepPHETY LOAHA He-
BMUHHO 36iblUY€ETbCA. BiNbLUO iXHBOI YAaCTVHOI € MONOfb.

He3Bakatoum Ha 6€3yMOBHO MO3UTUBHY POJib CyYaCHUX KOMYHiKaLiiHNX
3acobiB Ta iHTEPHETY, iCHYI0Tb NMEBHI PU3NKIN Y BUKOPUCTaHHI iHGOpMaLinHKX Tex-
Honorin. OcobnmBy Hebe3neKy He3axMLLeHN iHpopMaLinHKIA NPOCTIP NPUXOBYE
ansa pitei. IHTepHeT MoXe MiCcTUTY iHbopMaLlito arpecriBHOIO UM CoLiasibHO Hebes-
neyHoro 3micTy. A HafiaHHA NepeBaru BipTyanbHOMY CBITy nepes peanbHUM CrnpaB-
NAE HeraTUBHUIN BNAMB HA NCUXIKY i 3A0POB’'A AUTUHN Ta MOXKe MOTipWnTn He
TiNbKK 3ip, NOCTaBYy Ta COH, afe N BUKIMKATU TPUBOXHICTb, APaTiBAUBICTb, COLi-
anbHy Ae3aanToBaHICTb i y3aneXXHeHy NoBegiHKy.

3a paHumm «LleHTpy LmdpoBux TexHONOrIN ManbyTHbOro», 25% gopocnux
cTyp60BaHi TUM, Lo iXHi 4iT1 NpoBOAATL B iHTepHeTi 3abaraTo vacy, 53% BBaXkaloTb
KiGep3/0UMHHICTb peanibHOIo 3arpo3oto, a 63% BUCIOBIIOTb CXBUTbOBAHICTb
yepes CNinKyBaHHA IXHIX AiTel y BipTyanbHMX CNiBTOBapUCTBAX, L0 NAKaOTb Cy-
yacHux 6aTbKiB TaK camo, AK MonepeaHi NOKoNiHHA 6aunny 3arpo3y B HEraTMBHOMY
BMAMBI «BYNMLi» Ha giTei. Mpu ubomy 46% KOpMUCTYBaUiB BCECBITHbOI Mepexi, AKi
HanexaTb 40 MOJIOAIKHOI ayAnTOpii, 0COBMCTO 3yCTpivanmca 3i cBoimu BipTyasnb-
HYMM 3HaOMUMW. [INs KOroCb iHTEPHET MOXe 6YTU EOUHUM AXKepenoM CrinKy-
BaHHA, ane cnif BpaxoByBaTU Te, WO BipTyanbHa peanbHiCTb HIKOMM He 3aMiHUTb
rapMOHINHNX B3aEMIWH i MOBHOLIIHHOIO CMiNIKYBaHHA MiX JIIOAbMM.

[NupekTop [HcTUTYTY Ncuxonorii

im. I.C. KocTtoka HauioHanbHoi AMH Ykpaiu,
LOKTOP NCUXONOTIYHMX HayK, Npodecop
Cepriit MAKCMEHKO
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BCTYNMHE CJ10BO

«KniBcTap» - couianbHO BignoBiganbHa KOMMaHis, My A6AaEMO Npo Te, Wob TEXHO-
norii, AKi CTaloTb YaCTMHOIO XKUTTA YKPaTHLiB, MPUHOCKAN MAaKCUMYM KOPUCTI YKPaiHCbKUM
cim'am i cycninbctay. Tomy, AK OAMH 3 HaNbINbLIMX iHTEPHET-NPOoBanAepiB Y KpaiHi, M1 npu-
JiNAEMo 3HaUHy yBary nuTaHHAM 6e3nekn BUKOPUCTaHHA Mepexi, neplu 3a BCe, AiTbMU.
Hawa meTa - HaBUMTY HalMX KNi€HTIB, 6ATbKIB, AiTell Ta BUMTENIB NpaBuiam NOBEAiIHKM B
iHTepHeTi. [InAa uboro «Kuisctap» BNPoBagXXye crewianbHy Nporpamy, 4aCTUHO AKOI € No-
Ci6HVIK, Wo Bu TprMmaeTe B pyKax.

[iT 6GNMCKaBUYHO OCBOIOIOTb YCi OCTaHHI HOBUHKM - coLlianbHi Mepexi, irpu, npo-
rpamu. [HTepHeT fonomarae im po3smBaTuca i BUMTUCA. MNpr LibOMY iHTEPHET — aHOHIMHMI,
Oro BaXKKO KOHTPOMoBaTu. ity LONUTAMBI, Y HUX LLIe HEMAE TOTO XUTTEBOIO JOCBIAY, AKNN
[03BONMB 61 IM BU3HauMTM 0O6MaH i MaHinynsauito. Came ToMy CBiJOMICTb i MiAroToBNeHiCcTb
KOXXHOFO KOpUCTyBaya € OCHOBHOIO 3anopyKoto oro 6e3neku. OueBugHo, o 6e3 cnpu-
AHHA QOPOCNVIX, HaLi AiTU - MOX/NBO, OiNbLL «NPOCYHYTi» B MepeXi, ane HaiBHi y XXUTTEBUX
CUTYyaLifX, - MOXKYTb NOTPANUTX JO PYK OHMANH-LIAXpaiB i Kibep-3noumHLiB.

Y 2009 poui «KuiBcTap» iHiLilOBaB MpOBeAEHHA BCEYKPAIHCbKOro COLioNoriyHoro
JocnigKeHHs «3HaHHA Ta CTaBeHHA YKpaiHLiB O NUTaHHA 6e3neKku fiTeil B iHTEpPHETI».
Voro pesynbtatv nokasanu, Wwo 76% 6aTbKiB HaBiTb He 3HAKTb, Ak CalTVU BiABIAYIOTb iXHi
nitn. [lo Toro X 6inbLwicTb BUNTENIB | 6aTbKiB HEAOCTAaTHLO PO36UPAOTHCS B iIHHOBALiHMX
TEXHOMOTIAX i He 3HaloTb MPO BeNMKY KiNbKicTb MOXKMBOCTEN Ta Hebe3nek Mepexi. Tomy
He 3aBXAU MOXYTb NependtaunTu Ti 3arpo3u Ta pU3NKKY, 3 AKUMY MOXKe 3iTKHYTUCA ANTVHA
B OHNawHi. l0I0BHa WKOAQ, Ha AYMKY 6aTbKiB, NOB'A3aHa 3 BUKOPUCTaHHAM iHTEPHETY - Lie
3arpo3a 3HVKeHHs 30py. | AK 3anob6ixHWi1 3aci6 6aTbKn abo 0OMeXKyI0Tb Yac NPOBefeHHs B
Mepexi, abo 30BCiM 3a60POHAIOTb AUTVHI KOPUCTYBATUCA Helo. TaKMM YMHOM, CTaplLue no-
KOMNiHHA irHopye Ton $aKT, WO iIHTEPHET CbOrofiHi CTaB HEBIA'EMHOIO YAaCTUHOLO XWTTA Ta CO-
LiymMy ona Halwmx giten.

Hawe 3aBgaHHA AK fopocnux i 6aTbKiB - HABUUTU [iTell BUKOPUCTOBYBATY iHTEpHET
npaBubHO. Tak camo, K MV BUMMO AiTelt 6e3neKn B peanbHOMY XUTTi - Ha BY/KLi Ta AOPO3i,
HaM HeobXiaHO HaBUMTK TX 6e3MeyHiil NoBeAiHUI Y BipTyaNlbHOMY XUTTi - B iHTepHeTi. Liei
NOCiOHNK MOKMMKAHMI JONOMOrT/ 6aTbKaM BMOpPaTMCA 3 LM 3aBAaHHAM. Y HbOMY NPOCTO
Ta 3p03yMino BUKJaAeHi OCHOBHI MpaBuia Ta pekomeHaaLlii, Ak CTBOpUTK y cebe Baoma Te-
puTopito 6e3neyHoro iHTepHerTy.

4 npe3upeHT «Kuictap»
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BCTYN

IHTEPHET CbOIroiHI

1,8 Mnpg. ntofein y ceiTi nigknioueHi o Mepexi'. LLlopoKy 3pocTace KinbKicTb
KOpUCTyBauiB, cepef AKX AeAani 6inblue fiten i NigniTkie. Y po3BuUTKy iHTEpHETY
BUAINAOTL TP eTanu:

1. Po3BuTOK CiicTem 06pobKm iHdopmaLlii (y yeii yac akmueizyeanuca nourykosi cucmemu —
Yahoo, Google).

2. TowmpeHHA KoMyHiKaLii Ta eneKTpoHHoi Komepuii (oHnatiH-maza3unu, Amazon, Ebay).
3. (TaHOBJIEHHS iHTEPHETY AK HalibiNbLIOro cepeoBHULLA CNINKYBaHHS (coyianbHi Mepexi ma
6noau (mepexeei wodeHHuku), Facebook, You Tube, Skype, Twitter, Blogger, MySpace
maiu.).

Mowupericme inmepHemy e Ykpaiti, 3a ocmanHimMu d0C1ioxeHHAMU’, cMaHo8UMb 6/1u3bKo 20%.
To6mo matixe KoxeH n’amuli ykpaiHeyb Kopucmyemoca Mepeixero’.
Llle n'aTb poKiB TOMY KOpMCTyBayamu iHTEpHeTY Oynv nepeBa)kHO Melw-
KaHLi BEAIMKUX MiCT, AKi BUKOPCTOBYBaNM APOTOBI TEXHOMOTII Ta LUIMPOKOCMYTrOBUIA
goctyn. HuHi X, 3aBAAKM po3BUTKY MOGINbHOrO iHTEPHETY 3a TexHonoriamuy WAP i
GPRS/EDGE, cTpimKe po3wrpeHHs Mepexi BinbyBaeTbca* HaBiTb Y MOPIBHAHO He-
BENUKUX HaceNeHNX MyHKTaX, a BiKk KOPMCTYyBayiB MOYMHAETLCA 3 7-8 POKIB.
KinbKicTb iHTEpHET-KOPUCTYBaUiB y KpaiHi 36ibLUyeTbCA 32 paxyHOK po3-
LUNPEHHA KabenbHOT MepeXXi y BEMMKUX MiCTaX, @ TAKOX LLAAXOM MigKMTIOYEHHS A0
MOOGiNbHOTO IHTEPHETY B CeNlax i HEBEIMKUX MiCTaX, Ae HeMa€e GikcoBaHOro Ao-
cTyny. Tak, TinbKu 3a nepumnn Keaptan 2010 poKy KinbKiCTb KOPUCTYBAYIB CTiNbHU-
KOBOrO iHTepHeTy Bif «KuiBctap» — NpoBiAHOro Tenekom-onepatopa KpaiHm — 3a
TexHonorieto GPRS/EDGE 3pocna Ha 25%. A iXHA 3arafibHa KinbKicTb — noHag ABa
MiNbNOHM Nofen, cepep AKUX He TiNbKU OPOCii, @ I MONoAb — CTYAEHTH, LUKOAAPI.
lNopaTkoBi BiApaxyBaHHA BiA HAAAHHA IHTEPHET-MNOCNYT | eNeKTPOHHOI KO-
Mepuii - ue cTaTTA NPUBYTKIB O
Hepx6iopxeTy YKpaiHu, Lo NoCTiiHO -
3pocTae. s ingycTpia po3BuBaeTbes, - F ‘F
NiATPMMYE €KOHOMIKY i BigKpMBaE uﬁh &y
HOBI iHpOpMaUiHI MOXNMBOCTI AnA ;
YKpaiHCbKMX rpomagaH. Exkcneptun
3HANLWAW UiKaBy 3anexHicTb — 3po-
CTaHHA PiBHA NPOHUKHEHHA dikcoBa-
HOoro iHTepHeTy Ha 10% TArHe 3a
coboto 36inblueHHs BBIM Ha1,3%”°.

S5
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Mob6inbHUIA 38'A30K pOOUTb IHTEPHET GiflbLL AOCTYMHKM, @ OTXKe BCe Binblue
niofen Bigkpuaae ansa cebe 6e3mexxHuin cBiT iHpopmaLii. Tak, LWoJeHHO NoLyKoBa
MalumnHa Google 06pobnsae 6nmn3bko 1 MinbApaa 3anuTiB, KOPUCTYBaYi cepBiciB 06-
MiHy nosigomneHHamu (ISQ, Jabber Ta iH.) nuwyTb No 80 minbApaiB noigomneHb,
ayauTopia couianbHux mepex (Facebook, MySpace, LinkedIn, BKoHTakTe Ta iH.) ne-
peBuLye 500 mMinbroHiB nogen! [ ]

IHTEPHET | PO3BUTOK CYYACHOI AUTUHU

IHTepHeT-TexXHONOrIT CTany NPUPOAHOI0 YAaCTUHOIO XUTTA AiTeN i CyyacHo!
Mosnofi. HeBMiHHA npautoBaTy 3 KOMN'IOTEPOM | OPIEHTYBATUCA B iHTEPHET-NPO-
CTOpi B Cy4aCHOMY CYCMifIbCTBi MOKHa NMOPIBHATY 3 HEBMIHHAM NMMUCaTK N YNTaTK.
Komn'toTep € He TiflbKK po3Baroto, ane i 3acobom CrifikyBaHHA, CAMOBUPAMXKEHHS
Ta po3BUTKY. Y KibepnpocTopi icHYe BeNMKa KinbKicTb criewianbHNX CalTiB, agpe-
COBaHMX JiTAM Pi3HOrO BiKy.

CamocrTilHe ni3HaHHA iHGOPMaLiHOrO CBITY AO3BOJIAE PO3LWNPUTY KOO
iHTepeciB ANTUHM | CNPUAE 1T AOJATKOBI OCBITI, CMOHYKA€E A0 KMITANBOCTI, MPUBYaE
[10 CAMOCTINHOrO PO3B'A3aHHA 3ajau.

BcecBiTHA Mepeka Takox 3af0BONbHAE NoTpeby nigniTkis y nigepctsi. dith,
AKi Jobpe 3HalTb KOMM'lOTEP Ta IHTEPHET 6ifbl afeKBaTHO OLiHIOITb CBOI 34i6-
HOCTi Ta MOXJTMBOCTI, BOHM GiflbLU LifleCnpAMOBaHi Ta KMITAMBI .

Lllo6 NOBHOLIHHO OPIEHTYBATUCDH Y BipTyaslbHOMY NPOCTOPI AUTUHI Tpeba
BUMTNCA CTPYKTYPYBaTW BeNVKi MOTOKM iHGopMaLlii, BOTPMMYIOUMCb OCHOBHUX
npaswun 6e3neKkun B Mepexi.

Yum npueabnioe inmepHem dimeli i nionimkie?
Pi3HOMaHiTHe cninkyBaHHs.

Y1amyBaHHA iHhopMaLliitHoro ronogy.

[Towwyk HOBMX OpM CaMOBUMPaXKEHHA.

AHOHIMHICTb i BipTyanbHa co6oa (MoZentoBaHHA MHOXIHHOCTI «fl»).
BiguyTTa cninbHOCTI Ta npuHaneXxHoCTi 4o rpynu.
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HaBuanbHi, po3BMBatouyi Ta po3Bax<abHi iIHTEPHET-PecypCcy OPIEHTOBAHI Ha
Zitein 6yab-sKoro BiKy. 3a iX JONMOMOroto AiTh B LiKaBill irpoBi popmi 3acBOOTb
OCHOBW NUCbMa i NiY6K, BUATHCA MaoBaTX Ta MOZENIOBATY, MPUBYAKOTLCA A0 Ca-
MOCTIHOT po60TY i CKNagatoTb YABMEHHSA NMPO HABKOJIMLLHIN CBIiT. PO3B'A3aHHA Ui-
KaBux 3agay GOPMYE y AOLIKINbHMKIB HABUYKIM HaBYaNbHOI AisnbHOCTI. [lo 3aBAaHb
pPO3BMBaOUMX MPOrpam Ta irop BXOAUTb TaKOX YAOCKOHaNIeHHA naM'aTi, yBaru,
MUWCIIEHHSA, IOTiKM, CNOCTEPEXINBOCTI, TPEHYBaHHSA LWBUAKOCTI peakuii Ta iH. IcHye
6araTo irop, Wo BOAHOYAC MaloTb BUXOBHY i OCBITHIO OCHOBY Ta 34aTHi BUKINKATA
iHTepec giTen WKiNbHOro BiKy 4O eKOHOMIKM, COLioNOrii, icTopil, niTepatypwu.

IHTepaKTVBHI irpy Ha KWTanT «po3dapOyi cam» MiCTATb KOMeHTapi, Wo no-
ACHIOIOTb | CNPAMOBYIOTb il AUTUHM. [paLtooun 3 Taknmm Nnporpamamm, GUTMHa
Ma€ MOKNUBICTb OLiHIOBATK, 4OOMNPAaLbOBYBaTV i BUNPABAATY pe3yfbTaTi BNaCHOI
npaui. JToriyHi irpy po3BrnBaOTb MUCNEHHSA | TPOCTOPOBY yABY (HanNpuKnag, faloTb

Heo6xidHo, ujo6 6e3neyHi
dinAHKu iHmMepHem-npo-
cmopy, BUKOHYloYU 6ci
yHKyiT wjodo poeumxy i
ocgimu ma do38innd dimeii
He wiKoduu ncuxiqHomy i
izuyHomy 300pog’io nio-
Pocmaro4020 noKoMiHHA.

MOXMBICTb OAUTUHI BUNTUCA PO3Ni3HABaTK Ta 3anam’ATOBYBaTK Pi3HOMaHITHI reo-
MeTpUYHi dirypu n konbopwu).

it DOWKiNbHOrO i WKiNIbHOTO BiKY i3 3aJ0BOMIEHHAM NPOXOAATb eTanu Ha-
BYaANIbHOI FPY 3HOBY i 3HOBY. YNCNEHHI MOBTOPEHHA CApUAIOTb Kpaliomy 3a-
CBOEHHIO HaBYaNbHOro mMartepiany Ta CTUMYSIOIOTb O CaMOCTINHOrO MOLLYKY
HanobiNbW epeKTUBHUX LUNAXIB BUPILLEHHA NMOCTABMIEHNX 3a4au.

MepexeBi OCBITHI pecypcu Ana NigniTKis JonomaralTb NPUCKOPUTY 1 On-
TMMI3yBaTU NPOLEC HaBYaHHA, NiABULLYIOTb AKICTb HABYaHHA 3aBAAKN MaKCMasb-
Hill CTPYKTYPOBaHOCTI Ta ikaBi ¢opmi BMKNageHHA HaBYanbHOro martepiany. itn
3aCBOIOIOTb HOBI LIdPOBI TEXHOJOTIT Ta BYUaTbCA BiNbHO OPIEHTYBaTUCA B iHPOp-
MaLiiHOMY MPOCTOPI.

OTxe, cyyacHUN Nigxig [O3BONAE MIABULLINTA AKICTb i WUBMAKICTb YCBIAOM-
NeHHA, PO3YMiHHA Ta 3anam'ATOBYBaHHA HaBYaNbHOro MaTepiany. 9
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MaiibyTHe npep’siBAsiE HOBI BUMOTY O HOBOTO MOKOJTiHHS, CTa€ HEOOXiAHMM
bopMyBaHHA NEBHKX CoLUianbHKX i NPOPECiMHNX HaBUYOK, L0 JO3BOMAOTb XUTN
B CyyacHoMy LndpoBomy cycninbeTai. [l

IHTEPHET-3ATPO3U AN14 LITEN

YUM 3ANMAIOTbCA AITU B IHTEPHETI?

[itn, AK HaMGINbLL aKTVBHA 1 JONUTIMBA ayAUTOPIsA, YacTo NEPLUMMU 3Ha-
NOMAATbCA 3 HOBMMW TEXHOJOTIAMM, TAKUMU K IHTEPHET, BUNEepeaKatoun B Tex-
HiYHI OCBiYeHOCTi 6aTbKiB. Y LIbOMYy € MO3UTMBHUIM GiK: NigBULLEHHA PiBHA
epyauuii, popMyBaHHA HABUYOK CMiNIKyBaHHSA 3 NtogbMU. AJie € 1 HeraTUBHWIA: Bif-
CYTHICTb »KUTTEBOrO AOCBiAY, AK NPaBWUIO, NiABULLYE PU3MK 3ITKHYTNCA 3 OHNMaNH-
3arposamu:

OHNaH-Hacunns;

LLIAXpaiCTBO;

nopHorpadis;

OTPUMAHHA 0o6MCTOT IHPOpMALLiT 3 METO 3N0YMHHOTO BUKOPUCTAHHA

g 76% 6aTbKiB He 3HaIOTb, AKi calTn

BiABiAYIOTb IXHi AiTn. A BN 3HaeTe?
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Y 2009 poui «KniscTap» iHiuitoBaB BceykpaiHcbKe couionoriyHe gocnia-
XeHHA «3HaHHA i CTaBIeHHA YKpaTHUiB A0 NTaHHA 6e3neKku AiTel B iHTEPHETI»,
AKe npos.iB [HcTUTYT couionorii HAH YkpaiHn.

a TPUBOMHA CTATUCTUKA:

= NoHaZ 28% onuTyBaHuX AiTeil roToBi HaAicnaTh CBOi POTOKAPTKM He3HaoMLAM y Mepexi.

= 17% 6e3 KonuBaHb AiNATbLCA iHpopMmauiero npo cebe i cBOIO
poAauHy — aapecy, npodeciio, rpadik po6oTu 6aTbKiB, Ha-
ABHICTb LiHHMX peyeil y Aomi... Hallo He3HaomLAM TaKa
iHpopmauis, AiTn, AK NpaBWIO, He 3aMUCIIOITbCA.

u 22% pireit nepioguuHO NOTPANAAKTH Ha CAiiTit ANA AOPOCTHX.

= 28% piveii, nobauuBLum B iHTepHeTi peknamy ankorona a6o KypikHa, Xoua 6 ofiuH pas cipo-
Gysanu ix kynutu, a 171% — cnpo6ysanu kynysatu HapkoTukm.

= bausko 14% OMUTYBAHIX Yac Bif Yacy BiAMPaBNAITb NNaTHi SMS 3a 60HYCK B OHNAIIH-
irpax i nuwwe fieAki 38epTatoTb yBary Ha BapTicTb MOCAYry.

DocnigxeHHs «KniBcTap» TakoX BUABUITO: 87% 6aTbKiB BBaXKatoTb, LLIO Came
BOHW MOBVHHI HaBYaTK AiTeil npaBuinam 6e3nekn KOPUCTYBaHHA iHTEPHETOM.
OpHak nuwe y 18% BunaaKiB 4OPOCAi NepeBipAloTb, AKI CaNTW BiABiAYE ANTMHA.
MpYYMHU Pi3HI — XTOCb He 3HAE, AKI pecypcy MOXyTb OyTV Hebe3neuyHnmm, a XTocb
He BMi€ KOPUCTYBaTLCA >KypPHaNoMm BiABiayBaHHA caliTiB. TpeTuHa 6aTbkis (32%) —
XBUIIOIOTLCS, L0 Y AUTUHY NOFipLIYETbCA 3ip Bif po60TU 3 KOMN'IOTEPOM, TOMY 3a-
3BUYaAl 0OMeXYIoTb AUTUHI Yac KopucTyBaHHA Mepexeto. Tinbkn 11% 6aTbKis
3HalOTb NPO TaKi OHMAMH-3arPo3u, AK «4OPOCAUN» KOHTEHT, @3aPTHI irpy, OHNaNH-
HacunnA, Kibep3noUYnMHHICTb.
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Pe3ynbTaTii joCnig»KeHHA NiaTBEpAUNN, Wo 6aTbKM HeLOCTaTHbO OBI3HaHI,
AK 3aXUCTUTY JiTeN | HABUMTK TX Ge3NeyHOMY KOpUCTyBaHHI0 Mepexeto. Llen no-
CiGHUK cTBOpeHO «KniBCcTap» y paMKax couianbHOT mporpamu KoMnaHii «besneka
LiTen B iHTepHETI», i BiH Jonomoxe Bam

= (TaTi 6iNbLL JOCBIYEHIM iHTEPHET-KOPUCTYBaueM

m [}i3HaTUCA, AKI CAIATI BIABIAYE ANTHA, HABYUTH 1T NPABUbHIl OHNAIH-NOBEAIHLI, NOKa3aTu
0e3neuHi it KOpUCHi AUTAYI iHTepHeT-pecypc

= Jli3HaTnCA, AKi nporpamu noTpibHo BCTAHOBUTY HA KOMM'10Tep, 06 3aXUCTUTI UTUHY Bif} OH-
NailH-3arpo3.

L0 POBNIATD AITU TA NIANITKN B IHTEPHETI?

Cnim(ylombcn — 3HANOMAATLCA i WYKaloTb HOBUX APY3iB Y COLialiIbHNX MepXKaXx,
yaTax, 6epyTb yyacTb y AMCKYCiAX i BipTyanbHUX Gopymax.

Haeyatomeca i po38ueaomeca — npopBnAIOTLCA KOHTPONbHI, pedepaTh i KypCoBi
pOo6OTY, UATaOTb HOBVHW, MiABULLYIOTb PiBEHb 3HaHb, TEXHIYHOI | MeiHOT OcBiue-
HOCTI.

Po3zeaxaromecs — rpaiotb, ciyxaloTb My3uKy, AMBAATLCA GiNlbMM i BiLEOPOANKNA.

Y BipTyanbHOMY cepefoBULLi 4iTV Ta NigJiTKX NparHyTb PO3C1abutucs i ab-
CTparyBaTuCA Bif NCUXONOTiYHMX NPOO6IeM peanbHOro CBIiTY, AaTh BUXiZ eMoLlisim,
LiKaBO NpoOBeCTn yac.

BipTyanbHui irpoBuin NpoCTip LO3BONAE AiTAM peani3oByBaTu HU3KY 6a30-
BMX MOTPeO6: y rpi, po3Barax, JOCATHEHHI MOCTaBIeHOI METM, CAMOPO3BUTKY, PO3-
BUTKY MO3UTUBHNX AKOCTEN, CMITIMBOCTI, BMiHHI flonaTy nepewKkogn, nopasKkn i
HeBfAaui; NoTpebu y NoBasi Ta camornoBasi, noTpeby B aBTOHOMIl, y IpOTeCTi NpoTu
iCHylouMx NpaBwn, 3HATTI colianbHMX Taby; NoTpebur y foMiHYBaHHI; noTpebu B
arpecii Ta 3anobiraHHi Heb6e3neKkn i T. iH.C.




*
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g 3a cmamucmukoro:

= LkonApis uikaBnATb Taki pecypcn Mepexi, ik YouTube, Google u Fa-
cebook, Wikipedia, eBay n MySpace, a Takox dpaH-cantu.

= Xnonuvkuy nerwe cnpuiimMatoTb iHpopMaLito, Lo HeCyTb 306pakeHHs,
a fliByaTta HajaloTb NepeBary TekcTam.

= [lnAa giByaToK HaMbinblia CKNaAHICTb — Lie HaBirawis canTis i ocobnu-
BOCTi KOPUCTYBaHHA pecypcamm iHTEPHET. XNONYMKN LUBUALLE OPIi€EH-
TYIOTbCA B pecypcax CanTiB i B HaBirauil.

= [liBuaTa nig yac po60oTn 3 KOMM'IOTEPOM 3BEPTAOTLCA 3a JOMNOMOIOH0
[0 AOPOCAUX, @ XJIONUYMKIM HaMaralTbCsA CaMOCTilHO po3ibpaTnca y npo-
6n1emi Ta 3HANTKW pPilLEeHHS.

= XJonuvKu BigAatoTh NepeBary iHTepHeT-mMarasvHam, irpam i «qopoc-
NM» pecypcam, a fiiBYaTa — My3UYHUM CaiiTaMm, PO3BaXkanbHUM pecyp-
cam i caTam, NPUCBAYEHUM BiJOMUM OCOBUCTOCTAM.

= [lo couianbHMX MepeXx XNOoMUYUKK i AiByata BUABMAIOTb OQHAKOBUN iH-
Tepec.

= Xnonuymkuy yacTilwe 3a AiiByaT BigBiAyTb NopHorpadiuHi canTn i cantn
3 ePOTUYHUM 3MicTOM.
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BIANOBIAAJIbHICTb BATbKIB:
AKPO3IBPATUCA Y NPOBJIEMI

[iTv npoaBnATb NigBMLLEHY 3aLiKaBieHiCTb 4O BCbOrO HOBOMO, ACKPaBOro,
He3BMYAHOIO, BOHM Halbinblue NigaaloTbCA BMIUBY 30BHILIHBOIO CEPEeOBULLA,
6inblU JONUTAMBI, HK JOPOCI, | BAKOPUCTOBYIOTb iHTEPHET Y AKOCTI OHOTO 3 YHi-
BepCcasibHUX CNocobiB AOCNIAXKEHHSA i Mi3HAHHA HAaBKOJMLIHbOIO CepefoBuLLa.
MpoTe TaKi NCMXoNoriyHi 0CO6MBOCTI, AK HEAOCTAaTHA PO3BMHEHICTb Camoperyns-
TUBHUX MEXaHi3MiB, C/TabKUIN BOSIbOBU i eMOLIIHUIN KOHTPOJIb, iMMYNIbCMBHICTb
noBeAiHKKW, PobNATb AiTei Hanbinblw BpasnMBMMK ANns iHpopmauiiHKX i npo-
rPamMHO-TEXHIYHMX 3arpo3. ToMy yBara 6aTbKiB 10 iHTepPHeT-0e3neKu JiTel € fyxe
BaK/IMBOIO.

& ot
Jlimu He Mmoxxymb peanbHo oyintosamu pieeHb docmosipHocmi ii 6e3neku iHhopmayir, wjo
micmumo ikmepHem-npocmip. Be6-cainTi arpecBHOro CnpsAMyBaHHA CTAHOBAATb AJiA
HUX CepNO3HY 3arpo3y. [loCTynHiCTb iHTepHeT-pecypciB A1 HENMOBHONITHIX AMNKTYE
nigBULLEHI BUMOTY 10 AKOCTI, 4OCTOBIPHOCTI Ta 6e3neKky iHdopmalli, Lo MicTUTbCA
B Mepexi.
He3Barkatoum Ha 3aranbHi HOPMU MEPEXKEBOrO ETUKETY (HETUKET, CETUKET), MeXi
BCE03BOJIEHOCTi B iIHTEPHET-NPOCTOPI Lie AOCTAaTHLO LWNPOKI. OBMeXKeHHA cTo-
Cyl0TbCS, MepLL 3a BCe, NOBeAiHKM Ha popymax i B yaTax (3a60poHa BUKOPUCTaHHA
HeHOPMaTUBHOIO NEKCMKOHY B Hikax (imeHax), 3a6opoHa Ha npAmy obpa3y cnis-
PO3MOBHMKA) i NpaBun 06MiHy iHbopMmalLieto (e-mail-eTukeT: o6MekeHHsA obcAry
HagicnaHux Gannis i T.iH.).
BaTbKuy CKap»KaTbCs, WO iXHi AiTy 6araTo Yacy NPOBOAATb B iHTEPHETI, IO MOraHo
MO3HAYaAETbCA Ha iHLWMX BMAAX AO3BINNA — BOHM Malixe He ByBatoTb Ha CBiXKOMy
MOBITPI, Mano pPyxatoTbCA, He BCTUraloTb B WKONI. [TopyLueHHA colianbHOT aganTawil
Ta HeloCTaTHA yBara 3 60Ky 6aTbKiB Po6NATb BipTyanbHWI CBIT HalbinbLL 6arkaHVIM
ANA AUTUHK. BiacyTHICTb peanbHNX iHTEPECIB i Ljinen y >KUTTi BUKIIMKAE NOPYLIEHHA
6anaHcy B CNpUAHATTI AUTUHY, | KibeprnpocTip cTae AnA Hel BaXIuMBiIKM 3a pe-
anbHe XNTTA.
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Cnig nam’'aTaTu, WO cmasaeHHA dumuHu 0o Komn'tomepa ma iHmepHema gpopmylome
dopocni Ha enacHomy npuknadi. bBaTbKy MOBVIHHI, MepLU 3a BCe, BUPILLNTK, 4151 YOTO Mo-
TpiGeH poauHi Komn'toTep: ANA PpoO6OTH, HABYAHHS, CMINIKYBaHHSA U TiNbKW Ais irop.
A, MOXINBO, AN TOro, Wob CNpAMYBaTU iHTEpecy ANTUHY 3 HebGe3neKun Byl B
«Be3neyHuniny KibepnpocTip?

Okpema TeMa — OHNanH-irpu y Mepexi Ta komn'toTepHi irpu. BipTyanbHun
irpoBUI CBIT, Ha BigMiHY Bif peanibHOro, BMPI3HAE KePOBaHICTb NOAilN (MOXKNUBICTb
36epexXeHHA y rpi Ta MOXIUBICTb «MeperpaTu» NMogito), MPOrHOo30BaHICTb MNOAil Ta
MOXKJIMBOCTi BUOOPY CKNIafoBYX (PiBHA CKNAAHOCTI, CynpPOTUBHMKA, 30p0i, micus
i), HasiBHICTb 34iGHOCTEN, HEMOXKIIMBYX Y peasibHOMY CBITi: AEKINIbKOX >KUTTIB, iHLLI
bi3nyHi 3aKoHM (HanpuKiag, FpaBiTaLia um WBKUAKICTb) Ta disionoriuyHi ocobnmnBoCTi
(3paTHicTb BiguyBaTy 6ifib, BTOMY), BiiCy THiCTb 6a30B1MX NOTPED (Y CHI, BiAMOUMHKY,
i). Komn'toTepHi irpy HaBYalOTb OiTeN XUTK 3a iHWKMY NpaBUIaMu, ae BiACyTHA
HeoOXigHICTb AOTPUMYBATUCS EAVHIX /151 BCIX HOPM i 3aKOHIB, HaBiTb 3aKOHIB Npu-
poaw.

Y BipTyanbHOMY CBITi 3HIMalOTbCsl 3a00POHU | 0OMEXKEHHSA MOPANIbHO-ETNY-
HOro i couianbHKX NNaHiB (3HATTA Taby HacunnA, BOUBCTB, PYNHYBaHHS; BiACYTHICTb
NPaBOBMX HOPM, WO AiloTb Y peanbHocTi). JiT Ha niacBigomomy piBHi BigcTopo-
HIOIOTbCA Bifl yHAAMEHTANbHUX pPeyeit: HeOOXiAHOCTI LOTPUMAHHSA MPABUI, HEMU-
HYYOCTi MOKapaHHA 3a arpecuBHy MOBEAiIHKY i NMOPYLIEHHA 3aKOHa, €AHOCTI
NPOCTOPOBO-YaCOBOr0 KOHTUHYYMY. 3aLiKaBNeHiCTb arpecuBHUMU irpamu npu-
3BOAUTL A0 TOTO, WO AiTU MOXYTb CPobyBaTh 3aCTOCOBYBaTK NOAiOHI MeToau pi-
LIEHHA NpobnemM y peasibHOMY XUTTi.

TpurBane nepebyBaHHA 3a KOMM'IOTEPOM Y CTaTUYHOMY MOJIOXKEHHI BUKIN-
Ka€ NopYyLUEHHSA KPOBOOGIry i MPOBOKYE 3acTiliHi ABMLLA B OpraHi3mi AUTVHM, WO,
B CBOIO Yepry, CNpusA€E BUHNKHEHHIO ab0 3aroCTPEHHI0 3aXBOPIOBaHb OMOPHO-PY-
XOBOrO anapary, LWIYHKOBO-KNLLKOBOIO TPAKTY, CYGUHHUM NOpYLLIEeHHAM. KOHLUeHT-
pauia nornAgy Ha ekpaH MOHITOpa i HenpaBWibHE OCBITAEHHA HeraTMBHO
BM/IMBAlOTb Ha 3ip.

BinbLwicTb 6aTbKiB BBaXKalOTb KOMIM'IOTEPHI Ta OHNAWNH-irpu abCconoTHO He-
WKIAAMBMN | HAaBITb KOPUCHUMM. BOHK, NPy KOPUCTYBaHHI HAMN Y MeXKax 300po-
BOTO rNy3Ay, 8iNCHO MOXYTb MaT/ NCMXOTEPANEBTUYHMI ePeKT, CNPUAIDTb 3HATTIO
Hanpyru, CTPEeCy, 3HWXEHHIO PIBHA TPUBOTM | MOCIabNeHHI0 IeNpPecBHNX CTaHiB.
MpoTe, y BUNagKy 3M10BXNBAHHSA, TaKi irpy Npr3Bo4ATb 40 MPAMO NPOTUIEXXHOTO
edeKTy, BUKNIMKaloun NigBrLLEHHSA PiBHA TPMBOIM, PO3APaTyBaHHSA, arPeCcrBHOCTI,
CNpUAIOYM MOBHOMY Bifuy>KE€HHIO Bif, peanbHOCTi Ta CTBOPEHHIO NCUXOSOTiYHOI 3a-
NIEXHOCTI.



YYUCNO IHTEPHET-3ATPO3 BXOAATD:

KOMITIOTEPHA 3ANNEXHICTb

[lo Komn'toTepHOT 3aneXXHOCTI Oinblw cxunbHi NigniTky 11-17 pokis. Y Hux
BinOyBa€eTbCA BTpaTa BifuyTTA Yacy, MOPYLIEHHA 3B'A3KIB i3 HABKONULLHIM CBITOM,
BVIHMKAE MOYYTTA HEBMEBHEHOCTI, 6€3MopagHOCTi, CTpaxy CaMOCTINHOIO Npu-
VIHATTA PilLeHHb | BiANOBIZANbHOCTI 3@ HUX.

Komn'toTepHa 3aneXHiCcTb HeraTMBHO BM/IMBAE HAa OCOOUCTICTb AUTUHU, BU-
KNMKaum eMoLUiliHy 1 HePBOBY HaMpyry, aCTEHOHEBPOTUYHI Ta MCUXOEMOLiNHI
nopyLueHHA, Npobnemn y CrinkyBaHHi Ta NOPYLIEHHSA coLianbHOT aganTauil.

HiuHe BMKOPWCTaHHSA iHTEPHETY CMPUYNHAE NOPYLLEHHA PEXIMMY CHY, BHAC-
NiJOK YOro BUHMKAE XPOHiYHa BTOMA, NiABULLYETbCA APATIBANBICTb, KOHPMIKTHICTD.
3 MeTOI NOJONAHHA COHNTMBOCTI AiTU, AKI CTPaXKaakTb 3aN1eXHICTIO, BOAOTbCA A0
NigBULLEHOro CNOXUBAHHA KaBW, MiLLHOTO Yato Ta iHLUNX TOHI3YUMX PEYOBMH, LLIO
TaKOX LWKOAUTD iX 3g0poB’to. LLlob npuagbat HOBI irpy un NpUCTpoi ansa rpy abo
LNA onnaTh KOPUCTYBaHHA IHTEPHETOM AieAKi [iT BAATbCA A0 WaxpancTBaa.

3a CTyniHHIO BNAMBY Ha rpaBuA HaWbinbll MOTYXHUMW € POJbOBI
KOMM'IOTEPHI irpu, AKI CNpUAIOTb iHTEerpauii CBiAOMOCTi 3 KOMM'IOTEPOM, LLO MOXKe
NpY3BeCTU JO NMOBHOIO CAaMOOTOTOKHEHHSA AUTUHUN 3 KOMMN'IOTEPHUM repoem. Y
HOpPMaJIbHOMY CTaHi Bi0yBa€TbCA KOPOTKOUYACOBE MOPVHAHHA FpaBLA y BipTy-
arnbHy PeasnbHiCTb 3 METOI 3HATTA HAMpPyry, BifBOJiKaHHSA Bifl NOOYTOBMX Npobiem.
Y BunagKy natonoriyHoro BiAXuieHHA Big HOPMU, AUTUHA MOBEPTAETbCA Y pearib-
HWIA CBIT HA KOPOTKUI MPOMIXKOK Yacy, TifIbK 06 NOICTY, MONWTY | TPOXM NOCMATH.
MepebyBaHHsA 3aneXXHOT AUTMHU B KibepnpocTopi MoXe cArati 18 rogunH Ha gooy.
3anexHicTb, IK NPaBUIIO, MOMIYalOTb PifHi | 61M3bKi KOPMCTYBaYa 3a 3MiHamMK Y Mo-
BefiHUi, iHTepecax i pexxumi aHA.

00000000
000000 .
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NCUXONOTIYHI | ®IBUYHI CUMNTOMU
IHTEPHET-3AJNIEXKHOCTI®:
NCUXONOrIYHI CUMNTOMM:

= TapHe camonouyTTa abo eiidopia nig yac poboT 3a KOMN'lTEPOM;
HeMOXIUBICTb 3yMUHUTICA;
nocTiliHe 36inbLUeHHA KiNbKoCTi Yacy nepebyBaHHA B iHTEpHETI;
3HeBara poAnHolo i apy3amu;
BiUyTTA CMYCTOLLIHHA, TPEBOT A, PO3APATOBAHHOCTI B Nepioay nepebyBaHHA
M03a iHTepHeTOM;
= OpexHA npo CBOHO AiANbHICTb CBOIM OAN3bKIM;
= npobnemin 3 HaBYAHHAM.
OIBUYHI CUMNTOMU:
= 6inb B 06n1acTi 3an’AcTA yepe3 TpuUBay nepeHanpyry M'asis;
= CyXiCTb B 0vay;
= TONOBHUIA 6inb;
= 6inb y cnuHi;
| |
| |
| |

HeperynApHe XapuyBaHHs;
3HeBara 0Co01CTOH FirieHot;
MOPYLUEHHA CHY.

HEBE3MNEYHI CUTHAJIA - MEPEABICHUKA
IHTEPHET-3AJIEXKHOCTI®:

= HaB'A3NMBE NParHeHHA NOCTiiHO NepeBipATI eNeKTPOHHY NOLUTY;
= 0YiKYBaHHA YEProBOT0 CEAHCY OHAAINH;
= 30inbLUeHHA Yacy, NPOBeAEHOr0 OHNalH;
= 3POCTaHHA BUTPAT Ha iHTepHeT-Nocnyri.
O3HAKAMMW IHTEPHET-3AJIEXKHOCTI €:
= MOBHE NOIMMHAHHA iHTePHETOM;
= noTpeba y 36inbLUeHHi Yacy OHNaliH-CeaHcis;
= HaABHiCTb HEOHOPa30BUX, ManoedeKTUBHMX CNPO6 CKOPOUeHHA Yacy nepebyBaHHsA
B iHTepHerTi;
= 10AABa CUMNTOMIB aBCTUHEHLIT NPy CKOPOYEHHi KOPUCTYBAHHA iHTEPHETOM (MOBTOPHA TAra,
BUHUKHEHHS | NOCUNEHHA HaNpyTy Yepe3 NeBHMIA Yac);
= BUHUKHEHHA Npo6ieM 3 0TOUy0UNM CepefoBULLEM (OAHOMITKAMM, UNEeHaMI POANHY,
Apy3Amu);
= HaMaraHHsA NpuXoBaT peabHuii yac nepebyBaHHsA B iHTEpHeTi;
= 3aIeXKHICTb HACTPOIO Bif BUKOPUCTAHHA iHTEPHETY (BUPAXAETbCA eMOLLIHIM | pyxoBUM 36y4-
XKeHHAM, TPUBOrOH0, HaB'A3NNBUMIA PO3MIPKOBYBAHHAMM NPO Te, LLIO 3apa3 BiAbYBa€eTbCA B iH-
TepHeTi, daHTa3iAMM i MpiAMI NPO iHTEPHET, BINbHUMY UM HECBIAOMUMIA pyXaMK NanbLiB, LU0
Harafiye ApyKyBaHHA Ha knasiaTypi).
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PO3XOAXEHHA MI>K PEAJIbHUM «f»
I CBOIM IHTEPHET-OBPA30OM

MOe ByTU HacNigKoM HealeKBaTHOro CMPUNHATTS AUTUHOLO cebe i oTouytyoro
cBiTy. OTOTOXHIOIOUU cebe 3 repOEM Fpu, AUTMHA OTPUMYE MOXKJITMBICTb CBOEPIAHOI
camopeanisauii y BipTyanbHomy cBiTi. [1pu LboMy AKOCTi repos (cMinuBicTb, cnna,
HaJ3BMYaliHi 34i0HOCTI Ta iH.) BOHa aBTOMaTUYHO NPUMIpPsE Ha cebe. [oBepHeHHS
B peasibHiCTb No36aBris€ rpaBLA 6araTboxX MOXIMBOCTEN | pobUTb 6e3nopaaHm
nepep npobneMamu, Lo iCHYIOTb B PeasibHOCTI.

Lle npn3BoanTb [0 NOripwWeHHA NCUXOOTNYHOIo CTaHy AUTUHW: 3MiHN 1T
€MOLiMHOro CTaHy, NiABULEHHA TPUBOTW, PO3APAaTOBAHHOCTI, 3HUXEHHA CaMO-
OLiHKM, NPOABIB HEBMNEBHEHHOCTI B CO0i, BUHVKHEHHS arpecii 1o oTouylounx, no-
ripLWeHHA HaBYaNbHMX NOKA3HUKIB i MOPYLUEeHHA couiani3aLil.

IcHytomo yacosi Hopmu nepebyeanHs 3a Komn'tomepom 0ns dimeli pi3Ho20 8iKy:

32i0H0 3 Hopmamu, suzHayeHumu MiHicmepcmeom oxopoHu 300pos’a YKpaiHu, HenepepsHe
nepe6ygaHHA 3a komMn'tomepom enpodaex 006u He NOBUHHO Nepesuwjyeamu:

1-2knac  —10xB.

3-5knac —15x8.
6-7knac  —20XxB.
8-10knac —30xB.

Ona piten 1 Knacy 3aranbHUA Yac BUKOPUCTAHHA KOMM'l0Tepa 3 pPiaKoKpu-
CTaniYHVM MOHITOPOM Ma€ 06MexKyBaTncA 30-45 XBUAMHAMM Ha TUXKAEHD, 2-3 Kna-
CiB — 2 rOAVHW Ha TVKLEHD, ane He binblue 1 roguHn Ha 106y, 4-6 KnaciB — 2 roguHu
Ha TXK[eHb, ane He Ginblue 1 roguHn Ha fo0y, 7-9 Knacis — 2,5 roAyHN Ha TVXKAEHD,
ane He 6inble 1 roguHu Ha JoOy i yuHis 10-11 KnaciB — 7 roauH Ha TUXKAEHD, ane
He Ginblue 1 rognHK Ha Jo06y.

[OCTYN AO HEBAXKAHOTIO KOHTEHTY

(maTepianam HenpuAaTHOro AnA AiTel Ta NPOTU3aKOHHOIO 3MICTY — MOpHOrpadiy-
HVM, TUM LLIO NPONaryTb HAPKOTMKN, MCUXOTPOMHI PEYOBUHM 1 a5IKOTOJlb, TEPO-
PU3M i eKCTPUMI3M, KCeHOdOBi0, CEKTAHTCTBO, HALLiOHATbHY, KITACOBY, COLjiasibHy
HeTepnuMmiCTb i HEePIBHICTb, acouianibHy NOBediHKY, HaCUMAA, arpecito, cyiuua,
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a3apTHi irpu, iIHTEPHET-LWaxXpancTBo, Ta MaTepianam, Wo MicTATb 06pa3u, Haknenu
i HeHaneXxHy peknamy).
Hebe3neka nepernagy pecypcis 3 «4OPOC/IMM» KOHTEHTOM MOJIAra€ y ToMy, Lo,
no-nepLie, AUTUHA e eMOLiNHO He FOTOBa A0 CNPUMHATTA BiABEPTUX MaTepiaris,
LLIO CTOCYIOTbCA CTaTeBUX BIZHOCUH, Ta MOXKYTb 3aBagUTU GOPMYBaHHIO HOPMaJib-
HOI CeKCyasibHOI Ta FPOMaACbKOl MOBEAIHKM, CMPAaBUTW HEFraTUBHWI BIJIMB Ha YABY
Npo 340POBi CeKcyasibHi CTOCYHKM, HiBeoBaT CiIMENHI LiHHOCTI Ta CnpuaTr
pPaHHbOMY NMOYaTKY iHTUMHOTO XWTTA, @ MO-APYre - WO ANTUHA MOXe CTaTu XepT-
BOIO 3/1I0YMHLIiB, NefodiniB un tofger 3 MoPyLLUEHHAM NCUXIKK.

MNepernag maTepianis, WO MiCTATb CLIEHM HAaCW/NA Ta »KOPCTOKOCTI LWOA0
nofen i TBapyiH, WO NponaryoTb NPOTUNPABHY i aHTUCYCAiIbHY AIANbHICTb - Mne-
pelKkoaXKae HopmasibHOMy GOPMYBaHHIO MOPaNbHUX LliIHHOCTEN.




Po3kpumms koHeidenyiliHoi inghopmayii'y Mepexi - ue nosinomneHHs no-
BHOFO B/IACHOIO iMEHi UM iMeH YneHiB POAMHM, adpecy NPOXMBAHHA | HABYANIbHOTO
3aknagy, Homepis TenedoHiB, MiCLA BiAMOUYNHKY, YaCy NMOBEPHEHHA [OAO0MY, Mne-
pioay BigCYTHOCTi 6aTbKiB UM iHLWIMX YNEHIB POAUHU, HOMEPIB 6aHKIBCbKUX KapTOK
6aTbKiB UM iHTEPHET-ramMmaHLs, MOBiJOMJIEHHSA NAPOIEN A0 eIEKTPOHHOI NMOWTH Ta
aKayHTIB coLianbHUX Mepex.

Mpw peecTpadii B iHTepHeT-cepBicax y KogoBux ¢pasax He cnig nosigom-
NATW CBIfYEHHA 0COBMCTOrO XapaKTepy, HanpWKnag, AiBoye Npi3BuLLe MaTepi, oc-
KinbKn JaHa iHpopmauia BUKOPUCTOBYETbCA Mpu 0DOPMIEHHI H6aHKIBCbKMX
LOKYMEHTIB Y AAKOCTi KJt0YOBOT Pppa3u.
IHoAi gopocni cami pO3NOBCIOAXKYIOTb Uepes coLjianbHi Mepexi Ta popymu iHPop-
MaLjito Mpo cebe i CBOIX AiTel, BKOYAOUN PO3MILLEHHA GOTOKAPTOK POAMHM, iH-
dopmaLii npo Micle poboTL | Yac MOBEPHEHHA AOAOMY, MiCLiA BiAMOYMHKY i TOUHI
JaTty BiACyTHOCTI. Lle Mo>Ke 3aLikaB/TY 3/1I04MHLIIB Ta MOCTABUTHU Mif 3arpo3y bes-
neky antuHN. OTOKapTKK, O PO3MILLYyIOTbCA BaMW Ha NMePCOHAsIbHIN CTOPIiHL,
ane 3aKpwTi AnA 3aranbHOro AOCTyMy, BCe PiBHO MOXYTb MOTPANMTX Ha iHLWI cep-
BiCW, ie CTaHYTb 3arasibHOAOCTYMHUMM.

Hepigko nignitku, Aki nepebyBaioTb y pPOMaHTUYHMX CTOCYHKaX BUMaratoTb
O[fHe Bif OAHOro NapoJii 4O KOMYHiKaLUinHUX cepBiciB. Mpy LboMy AiByaTa GinbLu
CXWIbHI 4O PO3rONOLEHHA BNACHUX JaHUX.

HaomipHa 3ayikaenenicmo iHOueidyanoHuUMu ma/a6o mepexesumu OHNAUH-

iapamu. ArpecuBHi irpu 34aTHi 3alWKOANTI NCUXiLi AUTUHW. He cnig BBOAUTY B ap-
CeHan AUTAYMX irop arpecrBHi irpy 3 AECTPYKTUBHUM 3MICTOM, LLIO 3aKNKaloTb A0
HacunnA i pynHyBaHHA. Taki irpy HeraTMBHO BM/IMBAOTb Ha NCUXIKY AUTUHN, Nif-
BULLYIOTb TPUBOXHICTb i APaTiBAUBICTb, PoORATH 1i 6inbLl 36YAXKEHOLO | HECYXHSA-
HOl0, BYaTb BMPILLyBaTK NPO6IeMM 3 no3uLii cunu.

KoH®NIKTY, WO BUHMKAIOTb MiXK rpaBLAMM, MOXKYTb NPU3BECTV A0 Apama-
TUYHUX HAaCNiAKIB y pe3ysibTaTi 3'ACyBaHHA CTOCYHKIB y peanbHOCTI.

HadmipHe 3axonneHHa azapmHumu mMepexxesumu i2pamu, sipmyansHumu
KA3UHO (oHNanH-remoinHr).

Ki6eponiomanis. HexoHTponbosaHi NoKynky B iHTepHeT-MarasuHax, 6e3 He-
06xigHOCTI X NpUAGaHHA Ta ypaxyBaHHA BAacHUX GiHAaHCOBMX MOXJIMBOCTEN, No-
CTillHa y4acTb B OHMAMH-ayKLiOHaX.

Ki6epkomyHikamueHa 3anexHicme (vagmipHe cninkyBaHHA y yaTax, yyacTb
y TenekoHdepeHLiax).
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Ki6epcekcyanoHa 3anexHicme (HesgonaHHWUi NOTAr 4O 06rOBOPEHHA Cek-
CyallbHMUX TEM Ha ePOTUYHMX YaTax i TenekoHpepeHLiaX, BiABiayBaHHA MOPHOrpa-
biuHMX canTiB i 3aHATTA KibepceKcom).

[Tepexio sid gipmyansHux cmocyHkie do peansHux

- 3aMlyyeHHA HemoBHONITHIX A0 CeKCyanbHUX CTOCYHKIB;
I - 3a/yyYeHHsA Yepe3 iHTepHeT AiTelt i MiANITKIB 40 MPOTU3AKOHHOT AiANBHOCTI;
- 3HallOMCTBa Yepe3 iHTePHET 3 MeTOlo MOLLYKY CeKCyanbHOro napTHepa

(excmuHe - Hoswin BUA po3sar: doTorpadyBaHHs cebe y po3asarHeHoMy Bur-
nApi Ha Kamepy TenedoHa um KOMM'loTepa, 3 MeTOL0 NMepecusik/ 3HIMKIB Apy3aM.
YacTiwe 3a Bce CEKCTUHT BUKOPUCTOBYIOTb 3aKOXaHi Napw, Ti, XTO Xo4e BUXBanu-
TUCA Nepes 3HaNOMMMU POMAHTUYHUMY CTOCYHKamu abo nigniTkuy, AKi po3paxo-
BYIOTb Ha B3aEMHICTb.

Hae’aznueuti eeb-cepehine, 6nyxarHa no Mepexi, nowyk y BigganeHnx 6asax
ZaHux (BiABiayBaHHA calTiB HOBWH, YiTaHHA iHbopmaLii Ha popymax, bnorax, ne-
pernag i npocnyxoByBaHHsA iHbopmaLii B pi3HUX opmaTax). Be6-cepdiHr 3aTtarye
ONTVHY, BifBOJIKaouK i1 Bil HABYaHHA Ta iHLWMX CAPaB, OCKiNbKM, MOTPanuBLn B
iHbopMaLinHUI NOTIK, BTPaYaETbCA BiAUyTTA Yacy.

BioeidyeanHs calimie azpecusHoi (o nponarytotb kceHodobito, Tepopusm)
i aymoazpecuenoi’cnpﬂMoeaHocmi (kibepcyiuma, oHnamH-cyiuma, cyiumaanbHi go-
MOBJIEHHOCTI, iHpOpMaLiiHi pecypcy Npo 3acTocyBaHHA 3acobiB ana cyiuugy 3
OMNMCOM X JO3YBaHHSA i BIpOTifHOCTI lIeTaJIbHOro pe3ynbTary).

AOukmueHuli paHamu3sm (peniriiiHni — CeKTaHTCTBO, MONITUYHWI — NapPTiN-
HWIA, HaLiOHaNbHWIA, CMOPTUBHWI, MY3MKaNbHUN i T.iH.).

Mpucmpacme do po6omu 3 Komn’lomepom — npoz2pamyeaHHs, XaKkepcmeo.
OCHOBHi MOTVBY XaKepCTBa: JOMUTIMBICTb, 60pOTbOa 3a BiflbHE PO3MOBCIOAKEHHSA
i fOCTYNHICTb iHGOPMaLlii, CaMOCTBEPAKEHHS, BiAUYTTA BNACHOI CUIW, 3aXOMJIeHHA
npoLecom, HefOCTaTHICTb Ni3HaBasIbHOI aKTUBHOCTI NPW HaBYaHHI, HaNeXHiCTb A0
«XaKepCKOTI KyNbTypu», 3anexHa NoBefiHKa.

ladxem-adukyis (npucTpacTb [0 3aBOMOAIHHA KOHKPETHIM MOGINbHIM 06~
NafHaHHAM, MPUNAAoM, WO MA€E BUXIA Y iHTEPHET: CTIIbHNKOBMM TenedoHOoM,
CMapTPOHOM, KOMYHiKaTopoMm, MiHi-komn'toTepom, KIK i 3anexkHicTb Bif noro Bu-
KOPVICTaHHS).
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Ki6ep6yﬂiH2— opHa 3 popM nepecnifyBaHHA AiTen i NigniTKiB 3 BUKOPUCTaH-
HAM LdpoBUx TexHonorin. KibepbyniHry nignaraTb AiTy, AKUX BigWTOBXHYN
OAHOMITKW. IHOAI ANA UbOro CTBOPIOKTbCA CalTy, e PO3MILLyIOTbCA KOMMpPOMe-
Tyloui MaTepianu Ha AUTUHY, AKY NepecnigyoTb. AKLO X panTom Bawwa antuHa oT-
pvMana YWUCIEeHHI eNleKTPOHHI MOBIAOMNEHHA arpecuMBHOrO 3MICTy Bif
He3HanoMmLiB, AKLLO il noYann nepecnigyBat 1 3anfaKyBaTy, Lie 03Havag, Wo au-
THa noTpanuna nig KibepbyniHr. CknagHictb dinbTpadii nogibHMX NoBiOMIIEHD,
HEeMOXXNMBICTb KOHTPOJIO, PeryfapHiCTb aTak i aHOHIMHICTb nepecnigyBayis poob-
NATb 3aN1AKYBaHHA 0CO6/IMBO MOTYXKHUM, 3aBAAI0YM NCUXONOTIYHY TPaBMY JUTUHI.

Ana kibep6yniney sukopucmosyromoca:
- MobinbHuii 38'A30K (BUKOpUCTaHHA $OTO i Bifieo ANA AMCKpeaUTaLIi Ta 3aNAKYBaHHA XepTBH,
L0CTaBKa TEKCTOBUX | MyNbTUMeZiiHNX NOBIZOMIEHD);
- CepBicK MUTTEBUX NOBigoMNeHb (BUKopucTanHa [CQ ans BigNpaBKy NOBiJOMEHb, B3Namy-
BaHHA aKayHTa i3 pO3iCNaHHAM AUCKPEUTYIOUIX MOBIZOMIEHD PISHUM i ApY3AM XKepTBi);
- eNIeKTPOHHA NoLUTa (pO3CMNaHHA NOBIZOMIEHD i NIUCTIB, L0 MICTATb 3anAKyBaHH, Bipycu, ny6-
nikauia B Mepexi nucTis xepTBu 0c06UCTOr0 XapakTepy);
- hopymu i yatu (po3cunaHHA arpecuBHYX NOBIZOMIEHb, PO3KPUTTA aHOHIMHOCTI akayHTa
KepTBI, PO3MILLLeHHA Ha CTOpiHKax Gopymy iHhopmaLii Npo epTBYy KoHdiLeHLiiiHOrO | 0cobn-
CTOTO XapaKTepy);
- coLianbHi Mepexi (Po3MilLeHHA KOMeHTapiB, LU0 MICTATb 3aAKyBaHHA i 3HYLLAHHA, GOTO i Bi-
[ieomarepiani, 6NOKyBaHHA akayHTa epTBI | pO3CUNaHHA MacoBUX CKapr i MPeTeH3iil Ha Bono-
JapA akayHTa, CTBOPEHHA akayHTa Bifl iMeHi epTBu 3 1i NOAANbLUIMM BUKOPUCTAHHAM ANs
JUCKpeauTaLlii XepTBu);
- Beb-kamepy (MpoBOKyBaHHA XepTBI Ha Bifie03anuc 3 NofanbLLoko NybnikaLi€io B iHTepHeTi);
- CepBiCY BiZILOXOCTUHTY (PO3MiLLIEHHA BifieOPONKKIB, L0 MiCTATb 3HYLAHHA ab0 3aNAKyBaHHA);
- irpoBi caiiTy Ta BipTyanbHi cBiTH (PO3MiLLEHHA NOBIZOMIEHD, L0 NPUHIKYIOTb | 3aNAKYHTb
epTBy abo WKOAATB ii irpoOBOMY NepCOHay 3 METOI0 MCUXOMOTIUHOTO TUCKY).

3imkHeHHA 3 2pughbepamu. |\HTepHeT-xyniraHu 3aBaxatoTb rpaBLAM (0CO6-
NMBO NOYATKIiBLAM) CMOKIHO rpaTu, MOCTINHO HAHOCATb NOLIKOAPKEHHSA IXHIM nep-
COHaxkam, 6rnoKytoun GyHKLUITi rpy i CTBOPIOIOUM HEMOXINMBI YMOBU OnA BCi€l
KomaHaun Mepexi, nepecnigytoum okpemux ii rpasLiB.

Ki6epzpymiHe. BxopxeHHs B [OBIPY ANTUHI 3 METOI BUKOPUCTAHHSA iy Cek-
CyanbHUX Linsx. 3N0UnHLI JOOpe po3yMmiloTbCA Ha NCUXOSIOTii AiTel i nigniTKiB Ta
OPIEHTYIOTbCA B iXHiX iIHTepecax. BcTaHOBMIOIOUN KOHTAKTX B COLianbHIiN Mepexi
ab6o Ha dopymax 3 fiTbMU, L0 3HAXOAATLCA Y MPUTHIYEHOMY NCKXONOTYHOMY CTaHi,
BOHV CMiBYYBalOTb, MPOMOHYIOTb MiATPVMKY, 0OGrOBOPIOKOTb 3 ANTUHOIO MUTAHHS,
AKi i TypOytoTb, NOCTYNOBO NEPEBOAAYUM iX y CEKCYaNbHY MAOLWMHY, @ NOTIM NPO-
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MOHYIOTb MePenTN A0 CTOCYHKIB Y peanbHOMY CBiTi.

Bupo6Huymeo, po3noeciodxeHHa ma 36epizanHa dumsayoi nopHozpacpii.
Cnig nam’aTaTy, WO He3BaXKaloumM Ha 3rofy AUTUHY Ha y4yacTb y MOPHOrpadiuHmx
cecifix, BiAnoBiganbHICTb LisIKOM NOKNagaeTbcA Ha gopocnux. 20 ciyHa 2010 poky
6yno npuiiHATO 3aKkoH YKkpaiHu N21819-VI «po BHeCEHHA 3MiH [0 AeAKMX 3aKOHO-
[JaBumX aKTiB YKpaiHu WoA0 NPOTUAIT PO3NOBCIOAKEHHIO ANTAYOT NOPHOrpadii».
BignosiaHo fo ctatTi 301 KpnmiHanbHOro Kofekcy YKpaiHu, BUrOTOBNIEHHSA | po3-
MOBCIOAXKEHHA MOPHOrpadiyHOT NpoayKLii a60 3MyLLEHHA HEMOBHOMITHIX A0 yyacTi
y CTBOPEHHI 306parkeHb, BifeonpoayKLii abo KoMM'oTEPHMX NPOrpamM NOpPHOrpa-
biyHOro XxapakTepy KapaeTbcsa No36aBneHHAM BONi Big N'ATy [0 fecATn pokis'®.

Waxpaiicmeo 8 Mepexi. |TepHeT- un MobGinbHe WaxpaicTBo € cnocobamu
3[AiICHEHHA 3/104MHY 3 BUKOPUCTaHHAM Cy4acHWX TexHonorin. BignosigHo go Kpu-
MiHanbHOrO KofeKcy YKpaiHu, WwaxpaicTBO, B 3aNeXHOCTi Bif ocobnusocTen i
CKNagHOCTI 3AiICHEHOTO 3/I04MHY KapaeTbCA No36aBrieHHAM BOAI Bif TPbOX A0
[BaHaLATU POKIB 3 KoHicKauieto MaiHa''. Takoxk B OcobnuBilt yacTrHi Po3giny
XVI € Hu3Ka cTaTTen, Wo nepeabdayaoTb NOKapaHH:A «3a 3104nHMU B cdhepi BUKopu-
CTaHHA eNIeKTPOHHO-06UMCITIIOBaNbHMX MaLUVH (KOMM'IOTepIB), CMCTEM | KOMM'loTep-
HVX MEpEeX eNeKTPOo3B'A3Ky»'2

IHTEPHET-LWAXPANCTBO:

leHepyeaHHA Kodig dns kapmok onamu MoGiNnbHo20 36’A3KY. Mpono3uuia
nporpamu reHepyBaHHsA PIN-KoZiB AnA KapTOK eKCnpec-omniati 3a MoOiNbHUN
3B'A30K. 3anponoHOoBaHa Mporpama BUABMAETbCA FeHepaToOpOM BUMAgKOBUX
yncen.

HanawmyeaHHﬂ 6e3kowmosHo20 BUKOpUCMAHHA nocJ1ye Mo06inbHo20 one-
pamopa. Ha 6e3KoLUTOBHUX XOCTUHIaxX PO3MILLYIOTbCA CAaNTU-OAHOAEHKM, NpaLiB-
HUKW SKMX NPeACTaBAATbCA CMiBPOOITHUKaMM NEBHOro MObiNIbHOro onepaTtopa
Ta 3a MeBHY CyMy MPOMOHYIOTb MOBIZOMUTY HaNaLITyBaHHS AnsA 6e3KOLWTOBHOMO
BMKOPWCTaHHA NMOCIYT.

«Yumai yyxi SMS». NMpono3suuia npuabati cnewianbHy Nporpamy, Wo «4o3-
BonAeE» untat SMS y uy>komy TenedpoHi, nepernagatn agpecHy KHUry Ta ictopii
A3BiHKIB.

[podax npodykmy, wo He icHye (nporpam, ayaiodaiinis, Tosapis, iHpopma-
uii). NMpoxaHHa Bignpasut SMS-NoBIAOMNEHHSA ANA OTPUMaHHA KOZY BUABNAETLCA



3BUYANHMM BUMAHIOBAHHAM KOLUTIB. 3a3BUYall KHEMOXMBICTb BigNpaBUTy MOBI-
[OMJIEHHSA» MPU3BOANTD A0 YMCIIEHHOTO 3HATTS KOLUTIB 3 PaxyHKY aboHeHTa.

«[lepe0380HU MeHi». [138iHOK 3 He3HaIOMOro HOMepa 3 MPOXaHHAM 3aTene-
¢doHyBaTu. Mpr cnpobi 3'eAHaHHA 3 paxyHKY abOHEeHTa 3HIMalOTbCS KOLLTH.

QiwuH2 - TexHonNOriA iHTEPHeT-WaxXpaicTBa 3 METOI0 KPaji*KKn KOH}iaeH-
LinHoi iHpopmaLii (imeH i maponein gocTyny, AaHUX 6aHKIBCbKMX KapTok i iHTep-
HeT-ramaHuA " T.iH.). [owToBMA @iWMHF — OTPMMaHHA NUCTa 3 BKMOrOIO
MOBiZOMIIEHHSI 0COOMCTUX AaHMX. OHNANH-QILUNHT — KOMitOBAaHHA AU3aliHy i fo-
MEHHMX iMEeH CalTiB Ta iHTEPHET-MarasviHiB 3 MeTO 064ypuUTH NoKynuA. KombiHo-
BaHUI QiLUVMHI — CTBOPEHHA MigPOOHOro CalTy, Ae »KepTBa CaMOCTIHO 3aMOBHIOE
dopmu, NoBigoMAsAYYM LWaxpasMm KOHIAEHLiMHI AaHi, 00 BUKOPUCTaHHS Npo-
rpam-nuryHie key-loggers, wo ¢ikcytotb iHpopmallito, BBEAEHY 3 KNlaBiaTypu Ta
nepecunaoThb ii LWaxpaam.

BiwuHz - texHonoris iHTepHeT-laxpaiicTBa 3 METOI0 KPafiXKKn KOHiaeH-
LinHoi iHdopMaLlii 3a fonomoroto iHTepHeT-TesiedoHii | aBTOHabrpayiB. AGOHEHTY
NPOMNOHYETbCA 3aTeNnePpOoHyBaTN 38 MiCbKMM HOMEPOM, A 3BYUYUTb NMOBiZOMIEHHA
Npo HeobXiAHICTb HagaHHs 0cobucTol iHbopMmauii.

(DapmiHe - nepenanpasneHHs Tpadiky i3 3aBaHTaXKeHOro Be6-By3na Ha K/IoH
CalTa, Wo XOTiB BigBigaTh KopuctyBay. [lani BiOyBaeTbCA 3apaxkeHHs Bipycamm
abo aKTMBaLjia dany, Lo MoXKe MOLKOAMTY KOMM'IoTep.

MNMonepenbTe AUTVHY NPO NOAIOHI BUAM WaxpaicTBa Ta HEOOXIAHICTb NOBiZOMAATA
MPO HAAXOMXKEHHS TaKUX NMPOMO3NLi 6aTbKam.
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MOBUIbHE LUAXPANCTBO

3a donomozoro SMS-nogidomneHo

Mepexaxxiime Kowmu Ha paxyHok i ompumaiime 808iyi Ginbuie. SMS-nosi-
LOMIEHHSA 3i 3MicToM Ha KwTanT: «CepBep MobinbHoro onepatopa X. Mepekaxitb
rpotui Ha Homep XXXXXXX i oTprmaiite BABIvi GinbLuel».

Mpoxaxua Hadicnamu 2powii. SMS 3i 3micTom: «<He moxy
TO06i 4O3BOHUTUCA, HEMAE IPOLLEN, HaZIWAN 5 rpuBeHby. Jani no-
BigomnAeTbcA Homep TenedpoHy XXX-XXXXXXX. Mpw cnpobi Ha-
6paT HoMep abOHEHT BUABIAETHCA «M03a 30HOK JOCANKHOCTI».

Hasaw PaxyHoK noMUJIkoeo nepepaxoeaHi Kowmu. Otpu-
MaHHA SMS i3 TeKCTOM NPO NOMUIIKOBE NepepaxyBaHHA He3Hau-
HOI CyMW rpolleil Ha paxyHOK aboHeHTa i MpoxaHHA Mpo ii
nosepHeHHA. [InAa nepekasy KOLITIB MPONOHYOTb BifNpaBnTy No-
BiJOMMEHHA Ha KOPOTKMIA HOMEP, AY»Ke CXOXKMI Ha ClyX60BUiA.
Y pesynbTaTi «noBepHeHHs 6opry» 3 6anaHcy BignpaBHMKa 3Hi-
Ma€ETbCA 3HaYHa cyma.

Biomoecs sid pexknamuoi SMS-po3cunku. Otpymanta SMS
3 NPONO3ULIEI0 BignucaTnca Big peknamHoi SMS-po3cunku. MNo-
cnyra BUABMAETbCA MNATHOIO.

bnuszvka noouna nompanuna y xazaeny. SMS-nosigom-
NeHHSA Npo Te, Wo 6nM3bKa NtoArHa NoTpanuna B xaneny. BkasaHy
CyMy NPOMOHYIOTb NepepaxyBaTy KapTkaMu eKcripec-onnaTi Mo-
6iNbHOrO 3B'A3KY.
3a donomozoto meneghpoHH020 36’A3Ky

bnokyeanHa Homepa i nepepeecmpayia SIM-kapmu. HapxopxeHHs a3BiHka
HauyeOTO i3 CepBiICHOIO LIeHTPY ornepaTopa Npo 36il B cMcTeMi | 6N1OKyBaHHs Tesne-
¢doHa aboHeHTa Ha Kinbka fi6. [1na «BupilleHHA» Npobnemm NPOMNoHYETbCA nepe-
pEeECTpyBaTUCA B CUCTEMI, HabpaBLK NeBHY KoMmbiHalito yncen. Hacnpaegi ua
KOMOiHaLisl uMcen € KOMaHZO NepeKasy rpoLuelt 3 OAHOTO PAaxXyHKY Ha iHLLMWIA.

Buzpaw npus3y. 13siHok Haue6TO BiA NpefcTaBHUKa call-LeHTpy i noBigom-
NEHHA NPOo Nepemory B akLii. nA oTpUMaHHA «npur3y» HeobXigHO NpuaGaTH Bay-
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yep MOMOBHEHHA paxyHKy Ha XXX rpvBeHb i NOBIAOMUTN KO akTUBaLlil. PaxyHOK
BUABMAETbCA HELQINCHUM.

[poxaxHsa 3po6umu Kopomkuii 038iHOK 3 8alI020 MeneghoHy. 3sepHeHHS 3
NPOXaHHAM NPO HEOOXiAHICTb TEPMIHOBOIO A3BiHKa TAXKO XBOPIl NIOAUHI 3 Ba-
woro mMobinbHoro TenedoHry. Y pesynbrarti 3 paxyHKy aboHeHTa 3HIMa€eTbCA 3HauHa
cyma. MonepepnbTe ANTVHY He pearyBaTi Ha NOAiIGHI 3BepHEHHA, He MOPaANBLLINCH
3 BaMu.

3APAXEHHA KOMIT'IOTEPA WKIAINBUAM
MPOrPAMHUM 3ABE3MNEYEHHAM:

nporpamMamu, Nporpamammn-LLNUryHamm, XxakepcbKi ataku.

3a 0aHumu onumyeanHsa komnanii Symantec 48% Haii6inow He6e3neyHux
caiimie, w0 Micmame 3azpo3u po3miujeHHA npozpam-winuzyHie — ye calimu i3 do-
POCIUM 3MicmMOM. Tomy NOTPIGHO O6MEXNTY JOCTYN Ha NofibHi pecypcn 3 cimein-
Horo K.

f—
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XTO MOBWHEH HABYATY BITEN, AK BAKOPUCTOBY-
BATU IHTEPHET NPABU/IbHO | BE3NEYHO

Came B poAvHi 3aKafaloTbCA OCHOBY MOBEAIHKU AUTUHU B peasribHOMY
CBITI, | BipTyanbHU NpocTip He Mae 6yTu BUKNOUEHHAM. baTbKam cnig npyainatmi
Cepo3Hy yBary BUXOBaHHIO fiTel i MigBULIEHHIO IXHbOT 06i3HAHOCTI NPO 3arpo3u
iHbopmaLinHoro cepepoBuLLa.

HeobxigHo nam’aTaTy, Wo KOMM'toTep A5 AiTel € iIHCTPYMEHTOM HaBYaHHA
i PO3BUTKY, @ He TiNIbKK po3Bar Ta irop. He3eakaioum Ha LWMPOKI MOXKNNBOCTI Bip-
TYaslbHOrO CifIKyBaHHA, BOHO He MOXe BUKI0YaTK | 3aMiHIOBaTU peasibHuX CTOo-
CYHKIB MiX NtogbmM.

3aBOaHHAM B/XOBATENB | BUMTENIB € MPOBELEHHA OCBITHLOT pOobOTU Cepen
6aTbKiB /151 CNPUSHHSA OHNAH-6€e3neLi NigpoCTaloyoro NOKOMiHHS.

HaBiTb AKLIO ANTUHA HAAMIPHO 3aXOMNIOETLCA FPOIO | IHTEPHETOM, He Chlif,
3a00POHATU il KOPUCTYBATUCA KOMM'IOTEPOM. 3a60POHA MOKe BUKIMKATV NPOTU-
NEXHy peakLilo i MpU3BecT! A0 3aMUKAaHHA AUTKHM B co6i. Mepw 3a Bce, cnig
3HaNTW anbTepPHATUBY OHMANH-IHTEPecamM AUTUHW | NePeMKHY T/ 1l yBary Ha fOCAr-
HEHHA yCniXiB y peasibHOMY XUTTi.

Lo HEOBXIAHO 3HATU | BMITU BATbKAM B IHTEPHETI

Yepes Te, Wo AiTv i mignitky 6inbl «pO3BMHEHI» B TEXHIYHOMY MjlaHi, BOHU
NErKO MOXYTb 06iliT! 3a60POHN OATBKIB | YCYHYTU 3aCO6U OATbKIBCbKOFO KOHT-
ponto. Tomy LOpOC/IMM CNOYaTKy HEOOXiAHO CaM1M 3aCBOITV OCHOBY iHTEPHET-Fpa-
MOTHOCTI, @ BXe MOTiM HaBYyaTW MpaBuUIaM HeTUKeTy (eTMKeT CMinKyBaHHA B
iHTepHETI) | KOMMN'tOTEPHI Ge3neLli CBO ANTVHY Ta 3pO6UTK Lie BiAMOBIAHO A0 BiKy
OVTVHM i Kona i iHTepeciB. [i3HariTecs 6inblie Npo MOXMBOCTI i 3arpo3u Mepexi.
Hawi npocmi npasuna i nopadu donomoxxymo eam y ybomy.

m [linBuLyiite BnacHy KOMN'loTepHy rPaMOTHICTb, L4006 CTaTit aBTOPUTETOM ANA SUTIH | BMITU
HaZaBaTin LONOMOTY Y BUPILLEHHi NUTaHb, NOB'A3aHNX 3 BUKOPUCTAHHAM KOMM loTepa.

m Kopuctyittech iHTepHeTOM pa3om 3 AiTbMi. 3a0xouyiiTe AiTeid BIAUTUCA 3 BaMU CBOIMM ycni-
XaMu i HeBJlaYamu B 0CBO€EHHI Mepexi.
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m He 3abyBaiiTe, L0 BaLla AUTMHA MOXe KOPUCTYBATUCA IHTEPHETOM Y LLKONI, Y 3Hailomux abo B
iHTepHeT-Kade, ToMy 3a60POHM MOXYTb BUABUTMCA ManoedekTuBHUMI. [puginaiite binblue
yBaru BUXOBaHHIO AUTVHY, HaBYaliTe il KOMN'KOTepHiil rpaMOTHOCTI il npaBunam be3neku

B Mepexi.

m byabre apyrom i nopagHMKoM, L6 ANTMHA He COPOMUNACA | He NpUXOBYBana Bif Bac CBOI
npobnemu B onaHyBaHHi iHTepHety. Cninkyiiteca 3 AUTUHOM, 06roBoptoliTe ii JOCATHEHHS, npono-
HyiiTe Jonomory.

m Llo6y giteit He BUHMKano 6axaHHA 06XoAuTH nporpamHi 3a60poHH, BCTaHOBNEHI baTbkamu,
HeoOXiZHO 3anpOonoHyBaTy AITAM B AKOCT aNbTepPHATUBY Ni3HaBaNbHI, LiKaBi | 3axonntoloui pe-
cypcn, fie BOHU byayTb 3axiuLLieHi Bif, pU3NKIB BipTyanbHOro CBiTy.




3 dymkoto npo Bac ‘}f\'

KUIBCTAP

AKNMPABU/IbHO OPTAHI3YBATU
IHTEPHET-XUTTA AUTUHU

CTBOPITb TEPUTOPIIO BE3NEYHOIO IHTEPHETY

= [lo-nepuue, BaxnrBO [OMOBUTUCA 3 JUTWHOIO, BCTAHOBUTM NpaBuia CiMenHoro
KOPUCTYBaHHA Mepeetlo, 3'AcyBaTu iXHIO 3HauywicTb Ana 6e3neku. MoAcHITb
OiTAM, Lo AKLLO B iHTEPHETI iX WoCb TYp6OyeE, To iM CNifi He NPMXOBYBaTK Lie, a Nogi-
NNTNCA 3 BaMW.

= [lo-pgpyre, HeO6XiAHO BU3HAYMTUCA 3 HANOINbLI NPUAHATHUM CNOCOOOM TEXHIY-
HOro 3aXUCTY: Bifi perynapHO OHOBJIOBAHOIO aHTUBIPYCY A0 BCTAHOBJIEHHA Crie-
LianbHoOro nporpamHoro 3abesneyeHHsa 6aTbKiBCbKOro koHTponio Ha (K Ta
Mob6inbHUM TenedoH. MNpocysariTecb NOCTYNOBO, W06 CTBOPUT MaKCMManbHUA
3aXUCT.

Cnoyamky 062080pime 3 dumuHolo yi npocmi cimeliHi npasuna oHnaiiH-6e3nexu.

u Cimelina onnaiin-6e3neKa - ue BinnoBinanbHICTb KOXHOTO. PO3'ACHITL Baxn-
BiCTb 36epekeHHA CBOEI Ta uy»oi KoHiaeHUinHOT iHpopmaLii. OcobrcToto iHpop-
MaLi€l0 MOXYTb CKOPUCTATUCA 3/IOBMUCHUKW. TOMy He MOXHa BMKNajatu B
iHTepHeTi iHpopMauito npo cim'to, i iHaHCOBI cnNpaBu, agpecy MeLKaHHs i Ha-
BYaHHA, HoMepy TenedoHiB, Koan 6aHKIBCbKMX KapToK. TakoX Heba)kaHO po3Mi-
LwyBaTy ocobucTi Ta cimeliHi doTorpadii Ha NybniyHnx dopymax, cantax. Hikonm
HiKOMy, KpiM CBOIX 6aTbKiB, He MOXHa BMKa3yBaTV Napori iIHTepPHeTY, HaBiTb Hail-
KpaLlymm apy3am.

= Haeyime dimeii nosodumu cebe 8 oHnaiiHi AK y peanoHomy Xummi. Tak camo,
AK y XnTTi, y Mepexi noTpibHo BecTn cebe BBiUNMBO, He POOUTY TOTO, LLO MOXe
006pasnTW IHWNX NIOAEN UM BXOAUTb Y NPOTUPIYUA 3 3aKOHOM. MOACHITb AiTaMm, Wo
B Mepexi cnig noBoanTtn cebe KOPEKTHO, 3 MOBAroto CTaBUTUCA A0 Ntofel Ta Ao
aBTOPCbKUX NpaB. He3akoHHe KoMitoBaHHA i PO3MOBCIOAXKEHHA MaTepianis, AKi €
YMEICh BMNACHICTIO, BBAXKAETbCA KPALiPKKOIO.

= BipmyanoHuii cniepo3moeHuk moxe sudasamu cee 3a iHW020. Tomy He MOXHa
NpW3HaYaTy 3ycTpidi 3 BipTyanbHUMM 3HaomMnmMm 6e3 fo3Bony 6aTbkiB. MoAcHICTb
OVTYHI, Wwo B Mepexi MoXXyTb nepebyBaT Ntoan, AKi He € TUMK, 33 KOro BOHU cebe
BMAAOTb, TOMY He Clif AOBIPATY HE3HANOMUM NIIOAAM | B XXOLHOMY pa3i He MOXHa
noBigomnATv im ocoburcTy iHbopmaLito.
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= BipmyanoHuii ceim iHodi Kowmye peanoHux epoweli. 3asxan HeobxiaHO 3'Aco-
BYBaTW, CKiNbKM KOLWTYIOTb SMS Ha oKpemi iHTepHeT-cepBicK, agke BapTicTb SMS,
HanpuKnag, B OHNaH-rpi YacTo NOBiAOMNAETHCA 6e3 MofaTKIB — TOOTO MOXKe ByTH
6inbLuoto. AKLo Taka iHbopMaLlia He3po3ymina, NOTPIOHO 3BEPTATMCA 33 MOPAAOHD
[0 6aTbKiB, AKi [OMOMOXKYTb PO3i6PaTNCA, CKiNbKM Hacnpasgi 6yae KowwTysaT SMS
i UM TaK BXKe HeobXiAHO oro BiANPaBUTU.

= [lumamu nopadu moxcHa i nompi6Ho. MosigomTe AUTUHI, WO BOHa MOXe 3Bep-
HyTUCA [0 Bac y Oyab-akill cuTyauii, AKa 1i Typ6ye. AKwo B iHTepHeTi (y nosigom-
NEHHi eNneKTPOHHOI NoLwWTK, Ha calTi, opyMi, YaTi) LOCb HE3PO3YMINO, XBUIIOE UK
3arpoXYE, 3aBXXAN HEOOXiAHO 3BepTaTUCA 33 JOMOMOroio A0 6aTbKiB. IHGopmaLis
Ta NOC/Yrv B iHTEPHETI He 3aBXXAW Ge3mneyHi, TOMy paHille, HiX 3aBaHTaXyBaTu,
BCTaHOBMOBaTK abo 36epirati 6yab-LL0 3 iHTEPHETY, Tpeba oTprMaTi f03Bin 6aTb-
KiB. HaBuiTb AnTMHY NepeBipATY iHdopMmaLlito 3 Mepexi 3a LOMOMOroo AoAaTKOBUX
3annTiB | 3BEPHEHHA [0 NepeBipeHnx gxxepen.
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3 dymkoto npo Bac

TEXHIYHI 3ACOBW 3AXUCTY:
AKYBE3MEYUTU CBOKO AUTUHY B IHTEPHETI

Biocymuicmoe Komn'tomepHoi 2pamomHocmi i KomnemeHmMHocmi 8 NUMAHHAX
BUKOPUCMAHHA MeXHo/02ili y Ginbuiocmi 8unaokie € 0CHOBHOI NPUYUHOIO Nid8U-
weHoi ingpopmayiiiHoi He6e3neKu.

Mam’amka 6amekam — 6ydbme yeaxKHUMU iHmMepHem-Kopucmyeayamu!

- (nigKyiiTe 3a TUM, 106 Ha 3aranbHOMY KoMm'loTepi He 6yno iHpopMaLlii,AKka € HebaxaHoto AnA
BALLOT AUTUHM.

« PerynapHo nepernapaiite €neKTPOHHY CKPUHBKY, He 3anuLuaiite Ha poboyomy cToni abo B nan-
KaXx Bif\KpuUTOro JOCTYNy AOKYMEHTH i $aiinu, npu3HayeHi TiNbKn AnA SOPOCINX.

- Hanawyiite 3anaponenuii BXig 0 KOMA'ioTepy AnA Pi3HNX KOPUCTYBaYiB.

« 3BV OUMLLYiATe XKypHan nogiil 6pay3epa Bi ciiB nepedyBaHHA Ha caiitax HebakaHoro
3micty. (Bo€yacHo BUAANAiiTe enekTpOHHI NoBiZomneHHs, $oTo-, Bifeo- Ta aydio-matepianv Jo-
POCNIOro 3MICTY, L4006 BUKNIOUNTM MOXNMBICTD iX BUNAZKOBOTO nepernagy HenoBHOMITHIMM.

+ 3360poHeHi pecypcu MoXyTb 3aBaHTaXyBaTvCA aBTOMATUYHO N Yac BiABIAYBaHHA CailTiB 3
KOHTEHTOM, AKIIA He MICTUTb Hebe3nekn ana Aiteid. 3ragaiiTe Npo Le neped TUM, AK CBapUTH
(BOI0 AUTUHY 3a BiJBifaHHA CaiiTiB gopocnoro 3micty nicna nepernagy KELLla 6pay3epa.

HeobxigHo HaBuMTICA NpaBUNbHO NiZ6MPaTV MporpamMHe 3abe3neyeHHa AnA 3aXUCTy AUTUHN Bify
iHpOpMaLliiiHIX 3arpo3.

AHTUBIPYCU

AHTUBipyCcHe nporpamHe 3ab6e3neuveHHAa (13) moTpibHO AnA 3axmcTy
Komn'loTepa Bif BipyCiB, Xakepis, cnamy, LWWNUryHCcbKoro 13, f03BOHHMKIB i T.iH. [Tpo-

rpamy H606Xi,D,H0 pPerynapHoO OHOBJIIOBATW 3 METOIO 3abe3neyeHHA MakcMMarb-
HOro 3axXucCTy.

Mpuknadu awmusipycie:

= Kaspersky Internet Security http://www.kaspersky.ru/kaspersky_internet_security (moxnuBo

HaNaroAuTIA 6aTbKiBCHKMIA KOHTPOSb, SIKILIO CTBOPUTY OKpeMuii Npodinb ANA AMTUHY Ta 3aaTh
/oMy NapameTpu 00MEXEHHS),

= Panda Internet Security 2009 http://www.detionline.ru/ally.htm (3ano6irae goctyny fo Heba-
KaHOr0 BeO-KOHTEHTY),
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= ESET Smart Security 4 http://eset.ua/products/home-computers/eset-smart-security (MoxHa
HanaropuTi nepcoHanbHuii 6paxamayep).

bamokiecokuii konmpono ona K
bynbte 06i3HaHUMK 6aTbKamu — BCTaHOBIH0ITE CMeLiabHi nporpamu 6aTbKiBCbKOr0 KOHTPONIO,
L0 NPOMOHYtTb po3pobHuKK. Hanpuknaa:

= Net Nanny http://www.netnanny.com/,

m Safe Eyes http://www.internetsafety.com/safe-eyes-parental-control-software.php,

= Crawler Parental Control http://www.crawlerparental.com/,

= (CT Internet Filter Home http://www.controlchaostech.com/
index2.php?menuid=20&prodid=>53,

= KibepMama http://www.cybermama.ru/,

= [0JaToK AnA inTepHeT-6pay3epis Parental Control Bar http://www.parentalcontrolbar.org/.

B ycix umx nprknagax naeTbcA Npo Tak 3BaHNUI «<4YOPHUI CNINCOK» 3a60POHEHUX pe-
CypciB, Lo 6110Ky0TbCA Bif BiABiAYBaHHA. [TpoTe npocnifKyBaTy 3a iX OHOBAEHHAMY Ta No-
nepeavT JOCTYN [0 BCiX HE6Ee3NeYHMX CaiTiB MPaKTUYHO HEMOXKNIMBO. ICHYE anbTepHaTVBa
- «6innI CNMCcoK», TOBTO Nepenik 6e3neyHunx, pekoMeHAoBaHYVIX AN Aitel canTis. [Jna Toro,
06 NigibpaTy HAMNPOCTILWNIA 11 HaNbiNbL ePEKTUBHUIA 3aCib 3aXMCTY, MOXXHa CNpobyBaTy
AK 6@3KOLUTOBHI NPOrpamMu, TaK i emo-Bepcii NIaTHUX.

Cneuianictn «Kuisctap» pa3om 3 IHcTuTyToM ncmxonorii im. I.C. KocTioka HauioHanb-
HOT akapemii nefaroriyHmnx HayK YKpaiHu Ta 3a yyacTi rpoMaACbKOCTi pO3pobunn CnmMcoK
peKkoMeHA0BaHUX CalTiB ANiA Aitel. BiH BpaxoBye OCHOBHI iHpopMaLilHi moTpebu aiten pis-
HMX BIKOBUX Fpyn B OCBITi, PO3BUTKY, CNiNIKyBaHHi Ta po3Barax. Cnupanteca Ha Len nepenik,
o6 CTBOPUTY ANA AUTVHY TEPUTOPIto 6e3NneYHOro iHTepHeTY. HanpuKnaa, BUKOPUCTOBYITE
6e3neyHi nowykoBi cuctemu ana piten: http://www.gogul.tv, http://search.icensor.ru,
http://quinturakids.com (aHriicbkoio MOBOI0). Pecypcy MOCTiIIHO MPOXOAATb MOHITOPUHT
11 OHOBJIEHHA B PEXVMi OHJANH, TOMY 03HalOMUTUCA 3 HAaNBINbLL NMOBHO Ta aKTyanbHOI
BepCi€to CNMCKY MOXHa Ha TemaTnyHoMy po3aini http://online-bezpeka.kyivstar.ua.
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KUIBCTAP

EKCIEPTU PEKOMEHAYIOTD:
MOPAW 3 IHTEPHET-bE3MEKU

AK3AXUCTUTU AUTUHY

3azaneHi nopaou
+ He BcTaHoBNI0iATe KOMN'l0Tep Y KiMHaTi AUTMHW. Halikpalue BigaaTii nepeBary po3TaLlyBaHHIO
Komn'toTepa y KiMHaTi 3aranbHoro KopucTyBaHHa. Tak 6yne neriue 3pilicHi0BaTIA KOHTPONb 3a Ai-
ANbHICTIO AUTVHY B iHTEPHETI Ta 06MeXyBaTI Yac if nepedyBaHHA 3@ KOMN'lOTEPOM.
« HopmyiiTe yac nepebyBaHHs AuTMHI 3a Komn'toTepoM. He Z103BonAiATe AUTIHI LOBTO 3aCUXKY-
BaTMCA 32 KOMN'l0TePOM Nepes CHOM i BHOU.
« BukopucToyiite nporpamHe 3a6e3neuerHs, Lo Bigkniouae MK nicna 3akiHueHHA BU3HaueHoro
yacy (Time-Scout). flKLio AnTMHa baraTo Yacy NPOBOANTL 3a KOMN'IOTEPOM, BOHA He OTPUMYE He-
06XiiHIX HABUYOK /1A OBHOLIHHOIO PO3BHUTKY, MOTPIOHNX iid Y peanbHOMY XUTTi.
- lam'aTaiite - HapMipHe CNinkyBaHHA y Mepexi MoXe CpUYMHUTY KibePKOMYHIKATUBHY 3anex-
HIiCTb, a 3aX0N/eHHA KOMN'IOTePHUMU irpamu — NepepocTin B irpomaHito. Tomy y AUTUHI MaloTb
6yTu anbTepHaTUBHI iHTepeck Ta 000B'A3KI (HANPUKNag, AOMNAZ 33 TBAPMHAMY, NONMBAHHA KBi-
TiB, NPUOMPaHHA CBOEI KIMHATK Ta iH.).

OHnaiin-izpu
« YBaXHO cnocTepiraiite 3a TUM, UMM 3aliMAETbCA BalLa AUTUHA | CRIAKYIATe 3a irpami, B AKi BOHa
rpae. PoniboBi irpu cnpaBnAkTb HaibinbLu CubHMIE BAAUB Ha NCAXiKY. HagmipHe 3axonneHHa ponb-
OBUMU irpamin MoX<e HeraTBHO MO3HaUUTICA Ha GOpMyBaHHI 0cobuCTOCTI AUTUHY, ii coLiann3avii
Ta ponboBili ifeHTudikawii. Tomy He f03BONAITe il TPUBANWIA YaC FPaTH B OFHY PY.
« AIKLLO AUTUHA NKO6UTB rPaTin B KOMN'KOTEPHI irpy, MOXHA 3anponoHyBaTH iii LikaBi HaBYasbHI Ta
PO3BMBatoYi Nporpamu. Y BUNaKy, Konu iHTepec AUTUHY 30CepeiKeH0 Ha PONbOBKX irpaX, MOXHa
NpuBabUTI i yUaCTIo B LWKINbHMX TeaTpanbHMX BUCTaBaX abo MCUXONOMYHMX TPEHiHrax AnA nignit-
KiB.
+ Konu auTiHa npopoBxye HaMipHO 3aX0MI0BaTINCA KOMM'0TEPHUMM irpaMI Ta IHTEPHETOM i BU
He B3M03i CAMOCTiliHO BNOPATUCA 3 NPO6aEMOt0, 3BEPHITLCA 10 CNeLlianicTa-ncuxonora.

Bbesneka i npaBmna noeepiHku B Mepexi matoTb popmMyBaTUCA 3 ypaxyBaH-
HAM BiKY i NCMXxoNoriyHnx ocobnmeocTen fitei. BincyTHiCTb BONbOBOro Ta emoLin-
HOrO KOHTPOIO, iIMMYNbCMBHICTb MOBEAIHKM BNAcTMBI BiTAM. YiM MONOALWNI BiK,
TM Ginblue yBaru cnif NpUAINATA CNinbHOMY BUKOPUCTaHHIO iHTEpPHETY. 3 nigsu-
LLEeHHAM PiBHA CAMOKOHTPOJO AUTUHM MOCTYMNOBO 3HUXKYETbCA NoTpeba B 6aTb-
KiBCbKOMY KOHTPONI.
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AKLLO BALUIA ANTUHI BIA, 5 A0 7 POKIB

Y 0owikineHomy eiyi Hatieaxnusiwiolo nompe6oto AUMUHU € CNiNKYBAHHA, 3G80AKU AKOMY
80HA 3AC80I0€E COYianbHUll 00cgid. (mocyHKu 3 dopocumu ma 00HoNImKamu opmyroms ocobu-
cmicme. CninkyeanHA sidizpae eaxuiugy posib y ummi dumuHu, aoxe cave mak 80Ha Habyeae 00-
ceid cnignpayi, e3aemopo3yminHs i popmye noeazy 0o iHwiux odeli”,

MoTpeba B 30BHILLHIX BPaXXeHHAX CMPUAE PO3BUTKY MisHaBasbHUX 34i6HO-

cTen Ta yasu. [liTn Lboro BiKy HamaraloTbCA BUABAATA CAMOCTINHICTb i pO3LUMpPIo-
BaTW 3HAHHA NPO OTOUYIUNIA CBIT. 3aA4al0UN HECKIHYEHHI MUTaHHA, ANTMHA, NepL
3a BCe, Xoue UyTu BifnoBigi Ha H1X. HeyBaxkHe CTaBfieHHA 3 BOKY flOPOCTINX MOXKe
CTaTV MPUYMHOIO MNOABY BMEPTOCTi, HEC/IyXaHHA i HeraTuBi3my. TOMy AKLLO BM He
xouerte, W06 BaxxnuBy iHbopMaLito AUTMHA Ai3Hanaca 3 HenepeBipeHNX axepen
(y ToMy uncni, 3 iHTepHeTy), NpuainanTe GinbLue yBarv CBOIN AUTUHI.
MpoBigHoto AiANbHICTIO AOWKINbHIMKIB € rpa. Came ToOMy AiT fiyKe nobnATb rpaty,
30Kpema, B KOMN'toTepHi irpu. Hespaxatoum Ha KOPUCTb irop, 0cobMBO PO3BU-
BaJlbHUX Ta HaBYanbHMX, CNif NaM'ATaTK, WO YaCTKa PO3BarkasibHUX irop y XUTTi
OVTMHN He NOBUHHA NPEeBasoBaTy, OCKINIbKY Lie MOXe BUKIIMKATW HEPIBHOMIPHICTb
PO3BUTKY, 3aTPUMKY GOPMYyBaHHA FOTOBHOCTI O HaBYaHHA i HaBiTb CPUYUHUTA
KOMM'lOTEPHY 3aNeXKHICTb.
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Y BOLWKiNbHOMY BiLi ANTUHA 3aCBOIOE NPaBKIa NOBEAIHKM | BUMTLCA OLiHIO-
BaTW BNACHi BUMHKM Ta il OTOUYOUMX KPi3b MPU3MYy MOpanbHUX HOPM, Lo pop-
MYIOTbCA Y CRiNIKyBaHHI 3 gopocnumu. Came Liel Nepioa € HaBaXxIuBiWnUMm ana
HaBYaHHA NpaBuIam NoBeaiHKM i 6e3nekn B Mepexi. Mpy ubomy cnig nam’ataTy,
Lo, He3BaXkakuy Ha 3HaHHA MEeBHUX MPaBUI, 4iTU MOXYTb MOPYLLYBaTH iX, TOMY
HeoObXiAHICTb 6aTbKIBCbKOro KOHTPOJIO ANA AiTel MONOALIOro BiKy Aiy>Ke BUCOKa.

ManeHoki 0imu noguHHi euxodumu 8 iHmepHem iuuie nio Ha2na00m 00pocux uje i
mowmy, wo im nompi6Ha donomoza 8 Hagizayii nio Yac noulyky caiimie i npu cninkysaHHi.

[ina nidsuujerHs 6e3nexu Bawoi oumuru:

- (TBOpITb CMIMcoK BubpaHoro 3 afpecamu nepesiperyx CaitTiB.

« HaBuitb guTnHy npaBunam KoHifeHLiHoCTi i noBegiHKK B Mepexi.

+ Po3'AcHITb AUTUHI Te, ANA YOro | AK NPaBUNbHO CTBOPIOBATY HiKiM. [puaymaiiTe pa3om 3 AuTu-
HOIO HIK, y AKOMY He MicTUTbCA 0cobucTa iHpopMaLlia npo Hei, i 6e3neyHuii naponb.

« Po3Kaxitb AUTHH, o B Mepexi ntoav MoxyTb BuZaBaTI cebe 3a KOro 3aBrofiHo, ToMy Clig
CTaBUTICA 06EPEXKHO JL0 HOBYX BIpTYaNbHIX 3HAOMIAX | B KOAHOMY pa3i He MOBIAOMAATH iM
6ynb-aky ocobucty inpopmauito.

« BukopucToyiite noLuyKoBi cepBicit, IPU3HayeHi cnewianbHo ANA Aiteid.

- (TBOpiTb CnevjanbHe poboue cepesoBuLLe ANA AUTUHM 3 00MeXEHIM CMCKOM [03BONEHNX
caris.

« BukopucToyiiTe cnewianbHe cyuacHe nporpamHe 3abe3neyeHHa AnA KOHTPONIO Pecypcis, Lo
BigBiaye Bawa autnHa.

« Kopuctyiitecb nporpamamu 6aTbKiBCbKOro KOHTpOSI0.

« Kopuctyiitecs iHpopmaviiHumm Ginbtpamu.

« BukopucToyiiTe 3aco61 6110KyBaHHA HeOaXaHOro KOHTEHTY.

+ 3aCT0COBYiATe QYHKL)i 6710KYBaHHA BiKOH, LU0 BCNANBAKOTH.

+ BUKI04iTb MOXNMBICTb BUKOPUCTAHHA AUTUHOIO CNYXO MUTTEBOTO 06MiHY MOBIZOMAEHHAMY,
€/eKTPOHHOI NOLUTY Ta YaTiB.

+ He fo3Bonalite AUTUHI KOPUCTYBATUCA FONOCOBUMY CYKOaMIN A4 B3aEMOAT 3 TOBapULLaMu
10 MepeXxeBIM irpam.

- HauaiiTe AuTuHy Bigpi3HATY NPaBAY Bif GPeXHi.

« [posBnAliTe 3aLikaBneHiCTb A0 BIpTYanbHOr0 XXUTTA AUTUHW i He iTHOPUPYITe 3anuTaHHA, L0
BOHa CTaBUTb. fIKLL0 He 3HaETe BiANoBifeil Ha AKICb 3aNUTaHHA, MOXeTe CMiNbHO MOLUYKaTK iX B
iHTEpHeTi.

- XBaniTb AUTUHY, AKLLO BOHA YNHUTb NPaBUIbHO, i CNOKIHO PO3'ACHI0IATE, L0 NOTPIGHO pobuUTH i
AK cebe BeCTI, AKLLO0 BOHA MOMUNAETHCA.
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+ [loBipnuBi CTOCYHKM J03BONATL BaM BXUTIN CBOEYACHIX 3aX0LiB Y BUNAZKY BUHUKHEHHA CUTYa-
Lii, Wwo 3arpoxye 6e3newi BaLwoi AUTUHY.

AKLLO BALIA AUTUHI BIA 8 4O 10 POKIB

Y monopawux WwKonsapis 36epiraeTbca BUCOKa noTpeba B rpi, pyci Ta B 30B-
HiLWHiX BpaxeHHAX. Came oCTaHHA € OCHOBHOIO PYLLINHOIO CUJI0H0, 3aBAAKN AKIN
BMHVKAOTb HOBI MOTPEOU: B OBONTOAIHHI 3HAHHAMM, BMIHHAMM Ta HaBUYKaMU.

Jimu ybozo eiky npazHyme camocmitiHo docnioxyeamu HagKonuwHiii ceim, 3a0080/1b-
HAKYU iHmepec 00 Ni3HAHHA, 30Kpema i 3a 0onomozoio iHmepHemy.

Y MONOALWOMY LWKIAbHOMY Billi PO3BMBAOTbCA MOTUBU MOBERIHKMU, MO-
panbHy CKNagoBy AKMX GopMytoTb ileanu. B AKOCTi Takmx igeanis BUCTYNatoTb repol
binbMiB, KHUT, irop. XapakTepHoo 0cobnMBICTIO HaCNiAyBaHHA € KOMitOBaHHA 30B-
HiLLHbOro 6OKY BUMHKIB repoiB, OCKiNbKK, He3BaXKaloum Ha NPaBUSIbHWIA aHani3 3Mi-
CTY LMX BUYMHKIB, AUTMHA MO>Ke He CNiBBIAHOCUTU iX 3 BACHOIO NOBEAiHKOIO.




3 dymkoto npo Bac ‘*ﬁd

KUIBCTAP

KoHTponb 3a AianbHICTIO ANTUHY B iHTEPHETI Ma€e 6yT AOCUTb BUCOKUM.

OCHOBHMM BMAOM LifiNIbHOCTI Y MOMOZLLMX LUKONAPIB € y460Ba AiANbHICTD,
rosIOBHMM aBTOPUTETOM B AKIN BUCTYNae negaror. [lo aecatn pokis Ha nepmni
nnaH BUXOAATb CTOCYHKM 3 TOBapULIaMM Ta OAHOKNACHUKaMW, O NiAKPINIo0TbCA
MOpPasnbHOI OLHKOLO iX noBefiHKN. CTBOPIOIOTLCA YrpyrnoBaHHs, Wo 006'egHYI0Tb
niTen 3a iHTepecamu. CninkyBaHHA B iIHTEPHETI CTa€e ANA HUX BaXKMBUM i CpUAE
coujianizauii. 3a3Ha€ 3miH 11 eMoLiliHO-BONbOBa cdhepa AUTUHY, MOUYNHAIOTb PO3BU-
BATUCA iHTeNeKTyasbHi Ta ecTeTUYHI NouyTTA. Y BikoBuin nepiog 8-10 pokiB 0cob-
NNBUI iHTEpPEC BUKIIMKAIOTb POSbOBI Ta NMIOTiYHI irpn, a TakoX irpu, WO mMakTb
XapaKTep 3MaraHHaA. Y UboMy BiLli AUTUHA NerLe 3aCBOKE CKaAHWIA HaBYalbHUN
MaTepian. [JonoMorTv TyT Mo»e BUKOPVCTaHHA HaBYanbHMX | PO3BUBAOYMX NPO-
rpam.

3 memoro nidsuuwjeHHs 6esnexu Bawoi dumuru:

- Po3TauoByiite Komn'toTep y 3arabHili KiMHaTi, LL06 Neriwe 3AiiicHIOBATIA KOHTPOAb LLOAO NO-
BOKEHHA AUTUHY 3 KOMM'10TePOM.

« Kopuctyittecb nporpamamu 6aTbKiBCbKOro KOHTpoSIo.

« BxwBaiiTe cnewjanbHe cyyacHe nporpamMHe 3a6e3neyeHHs And KOHTPOMHO Pecypcis, Lo BiABiLye
BaLLa AUTHHA.

« Bukopuctoyiite inhpopmaLiitHi dinbtpn.

« 3acToCoBYiiTe 320611 6/10KYBaHHA HEOAXXaHOTO KOHTEHTY.

« 3aCTOCOBYiATE GYHKLT 6710KYBaHHA BiKOH, LLIO BCMANBAKOTD.

« BcraoBiTb Nporpamy, 1140 06mesxye yac poboTu 3a Komn'i0TepoM.

- (TBOPITL NPOGini ANA BCiX UNeHiB Cim'i 33 ;ONOMOroio CNy01 cimeiiHoT be3nekn.

- (TBOpITb CMicoK BubpaHoro 3 afpecamu nepesiperyx CaitTis.

« [pOKOHTPONHOITE HiK AUTUHY, 0O BUKAKOUNTY HAABHICTb Y HbOMY 0CO6UCTOT iHYOpMaLLii Ta
PO3'ACHITD, LU0 B iHTEPHET-NPOCTOPI NepebyBaloTh NtoaK, AKi MOXKYTb BUKOPUCTATIA 0COOUCTI AaHi
npoTi Hei. HaBuitb AUTUHY BUraayBaTi Ge3neyHuii naponb i MOACHITb, L0 Lie JO3BOANTD il 3aXu-
CTUTI BAACHY iHpOpMmaLito.

« HaBuitb guTnHy npaBunam KoHGifeHLiRHOCTi Ta NoBeAIHKM B Mepexi i HeobXigHOCTi ix camo-
CTiiiHOTO OTPUMAHHA, OCKINbKI AiTH LIbOTO BiKy BXe MOXYTb BiABifyBaTI iHTEPHET Y LUKOAi ab0
y 3Hailomux, fie 6e3nocepeaHiil KOHTPONb AOPOCAMX MOXKe OYTI BIACYTHIM.

+ 3axozbTe B iHTEPHET Pa30oM 3 AUTUHOIO Ta HaBYaiATe I NPaKTUYHOMY 3aCTOCYBaHHIO OTPUMAHIX
3HaHb 3 6e3neku B Mepexi.

« Bukopuctoyiite noLuyKoBi cepsicit, NpU3HaueHi AnA giteil.

- Po3noBigaiite auTuHi, o B Mepexi focuTb YacTo 3HaXoAATbCA He Ti 0c06u, 3a AKNX BOHMU cebe
BUAAIOTb, TOMY He CNliZl OBIPATM HOBUM 3HAiOMIM, He MOXHa MOBIZOMAATY iM 6yAb-AKy 0c06U-




CTy iHhopMmaLlito, B X0HOMY pa3i He MOXKHa 3yCTPIUaTUCA 3 HUMU Y peanbHOMY XUTTi.

+ He fo3Bonaiite AUTUHI KOPUCTYBATUCA FONOCOBUMI CYKOaMI AN1A B3AEMOAIT 3 MepexeBUMU
irpokamu.

« AIKLLO AUTUHA CMINKYETHCA B YaTaX | KOPUCTYETHCA CTyKOaMU MUTTEBOTO 06MiHY NOBIAOMAEH-
HAMU, PO3KAXITb i1 MO Te, AKi Hebe3neKi oUiKyH0Tb Ha Hei, AKLLO BOHA He byae AOTpuUMyBaTUCA
npasun 6e3neku. Hamaraiitecb KOHTPONOBATY CNINKYBAHHA BALLIOT AUTUH N YaC KOPUCTY-
BaHHA nogibHMu cnyxbamin.

« [pw 3ycTpivi 3 rpudepamu HaBuiTb AiTeil OTPUMYBATUCA TaKIX NPaBWN: irHOPYBaTL aTaku
Kibep-xyniranis, CTBOPUTI 3aMKHeHy AINAHKY irpoBOro MPOCTOPY, 3MiHUTY NapameTpy rpu Ta
Bif,AaBaTi nepeBary irpam 3 CyBopuMIn NpaBunamm i GyHKLiAMN 6NOKYBaHHA HebaxaHX MoBi-
LOMAIEHb. fIKLLO Lii METOAN He A0NOMOXYTb, KpalLie Ha eAKMI Yac 3MIHUTY Fpy Ta NOBIZOMUTY
aiMiHiCTpauito caiiTa npo Kibep-xynuraHis.

« Po3kaxiTb AUTUHI Npo pU3nKK, AKi BOHA MOXe 3yCTPITH y BipTyanbHOMY NPOCTOpI, 30Kpema npo
Bipycu.

« 06mexxyiiTe yac nepebyBaHHA BaLLOi AUTUHI 3@ KOMN'IOTEPOM.

+ BuABnaiiTe 3aLlikaBneHicTb 40 BipTYaNbHOO XWTTA BALLOI AUTUHY Ta He iTHOPUpYIiTe NUTaHHA,
LU0 Bify Hel HafxoAATb. Y BUMAAKY, KON BY He 3Ha€Te BignoBigi, cnpobyiiTe pa3om 3 AUTUHOK
BiJLLYKATW ii B iHTEPHeTi.

« [lpuByalite AUTMHY BIAUTIACA 3 BAMI BPaXeHHAMI NPO BiJBiAaHHA iHTepHETY Ta po3noBifaTu
BaM NPO BCe, LU0 BUKANKANO Y Hel XBUNIOBAHHA.

+ XBaniTb ANTUHY, AKLLIO BOHA BYUNHAE NPABIIBHO, @ AKLLO BOHA MOMUANNACA - CTOKIIHO MOACHITD,
Lo noTpi6HO pobuTH i AK cebe NoBOAMTI.

« (TBOPITb a/bTepHATIBHI iHTepeck Ta 060B'A3KN A1A BaLLOT AUTUHM:

— 8i08i0aHHA KpyXcKa 3a iHmepecamu a6o cnopmusHoi cekyii;

— X00i;

— Npu6upaHHA ceoei KimHamu;

— 0027190 3a MeApUHAMU YU 0OMAWHIMU POCTUHAMU;

— donomo2a MosIoOWUM y BUKOHAHHI 00MAWIHIX 3G80AHb i M.iH.

- [loBipAVBI CTOCYHKY 0MOMOXYTb BaM BXKUTI CBOEYACHIX 3aXO/iB Y BUNAKY BUHUKHEHHS Ci-
Tyallii, (10 3arpoye 0e3neLli AUTUHN.

' h(tD‘""
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AKLLO BALLIV AUTWUHI BIA 11 [0 14 POKIB

Midnimkoaguii nepiod € nepexioHum: 8id6ysaemoca GionoziyHe ma cmameee co3pieaHHsA
0p2aHi3my, NCUXiYHUi po38UMOK, BUHUKAE HOBULI piéeHb camocsidomocmi, 8id6yeaemoca coyiani-
3ayis ocobucmocmi.

it monogLworo nigniTKoBOro BiKy Bifpi3HATbCA rapHUM 3aCBOEHHAM iH-
dbopmaldii, 3 UikaBicTio focnigXKyoTb NpocTip Mepexi. MoTrBamu, WO JOMIHYIOTb
y NOBeAiHLi AiTe JaHOro BiKy, € HaMaraHHA 4O CAaMOCTIMHOCTI | BUSHaHHA TOBa-
pULLiB, PO3LWIMPEHHA BIACHUX NpaB, 6a)kaHHA 3alHATU TiiHe MicLe B rpyni ogHo-
nitkie. OcobnmBoi poni NoYnHae HabyBaTh camooLiHKa ocobumcTocTi. BinbysaeTbcA
dbopmyBaHHA BnacHoi iepapxii LiHHOCTEN.

Y paHuin nepiop ocobnmBy 3auUikaBeHiCTb BUKIMKaOTb iHTEPHET-pecypcu, Wo
JatoTb 3MOry NiANITKy CiNKyBaTUCA 3 peanbHUMK Ta BipTyanbHUMU 3HaNOMUMU,
a TaKoX po3Ba<asbHi i HaBYanbHi pecypcn Mepexi. [litTn nepiogy gopochiluaHHA
BXK€ MaloTb 3HAHHA NpPO Te, AKa came iHbopMaLia MiICTUTbCA B iIHTEPHET-NPOCTOPI
Ta HepifKo HamaralTbcA JOCNIANTY Ui pecypcn B 06xig 3abopoHam 6aTbKiB.
MparHeHHA oo JOCNIAKeHHA IHTEPHETY Ta HaATO CYyBOPUIA KOHTPOIb 3 60Ky A0-
POCINX MOXYTb BUKNMKATV HEraTUBHY peakLito AUTUHM | CTaT MPUYKHOI0 NPUXO-
BYBaHHSA i BiANbHOCTI B iHTEPHET-NPOCTOPI.

Jlimu 11-14 pokie nompe6ytomo KoHmposio 6amokis, ane 8xe 8uA6Al0Mb CAMOCMIL-
Hicmb, momy dyxe 8ax1u80 Hagyumu ix komn’lomepHiti gpamomnocmi ma npagusnam 6e3neyHoi
po6omu 8 Mepexxi, ockinbKu 60HU MOXymb 8Xo0umu 6 iHmepHem y WKoi, iHmepHem-Kaghe 4u 8
moeapuuie, de 308HiWHili KOHMpPosb 8idcymHiti. Heo6xioHo po3eueamu eHympituHiti KoHmpone
oumuHu i npusyamu ii 00 8ionosidanvHoi nogediku 8 Mepexi 3 memoto oco6ucmoi 6e3neku.

+ He pa3miLuyiite komn'toTep B i30/1b0BaHiil KiMHaTi. fKLLO BY po3TalLyeTe /0ro B 3araibHil Kim-
HaTi, nerue 6yze KOHTPOI0BATU NOBEAIHKY AUTUHY 33 KOMN'IOTEPOM.

« (TBOpITb MPOQini 4714 BCiX UNEHIB POANHN, AKI KOPUCTYIOTHCA IHTEPHETOM i3 3aCTOCYBAHHAM
Cnyx06u cimeitHoi be3nekm.

« YTBOpITb Cnncok BubpaHoro 3 aspecamu nepeBipeHnX caiiTis.

« (TBOPITb ANA AUTUHY 067iKOBMI 3aMNC 3 06MEXeHUMIN KOPUCTYBANbHUMIA NPaBaMI.

« HaBuitb guTnHy npaBunam KoHifeHLiRHOCTi Ta noBefiHKM B Mepexi.

- (TBOpITH CimeliHi npaBuna 6e3neku i po3kaxiTb, Yomy iX CiZ JOTPUMYBATHCA.

+ [puBMITb AUTMHY 3 MOBAroto CTaBUTUCA [0 NOAEN, AKUX BOHA 3yCTPIYAE B iHTEPHETI.

« [OACHITb AUTIAHI, WO T HIK He MA€ MiCTUTY PO Hei 0cobUCTOT IHpopMaLT.

- HaBuitb AuTWHY BiragyBaTin 6€3neyHi napoi Ta NOACHITb, WO Le J03BAUTD il 3aXMCTUTVY BNaCHy
iHpopMaLlito i nigBuLLiTb be3neky.




Jlimu e inmepremi: ax Hasyumu 6e3neyi y sipmyaneHomy caimi

+ Po3KaxiTb AUTUHI NP0 PU3NKN, AKI BOHA MOXe 3a3HaT! BUXOAAUN B IHTEPHET-NPOCTip, 30KpeMa
Mpo Bipycu Ta Nporpami-LUAUryHI.

+ [MoACHITY, L0 B iHTepHETi, KpiM 3BUYAITHIX NI0feN, MOXKYTb 3HAXOAUTMCA aBaHTIOPUCTY Ta 3710-
UMHL, AKi 38aTHI BUKOPUCTaTW il 0COBMCTI faHi AnA 3N0YMHHIX Aill.

« Po3KaxiTb AUTUHI, WO 3yCTpivaTUCA 3 BIpTYanbHUMM 3HailoMIMK B 0ddnaiiHi Moxe byTu He-
6e3neyHum.

« HauiTb gutnHy po3nosiaatyi Bam npo cBoix 3Haitomux y Mepexi Ta 06roBopioiiTe 3 Heto nu-
TaHHA, WO ii 3aLikaBuIu.

- Bukopucroyiite cnevjianbHe nporpamHe 3abe3neyeHHa AnA KOHTPOMO pecypciB, AKi BiaBiaye
AUTHHA.

« BctaHoBiTb Nporpamy 6aTbKiBCbKOTO KOHTPONIO.

« BukopucToyiiTe 3aco61 6110KyBaHHA HebaxaHOro KOHTEHTY. 3aCTOCOBYiTe GYHKLT BnOKyBaHHA
BIKOH, LL{0 BCNBAKT.

- 060BA3K0BO 3aCTOCOBYIATe MPOrpamm GinbTpaLyii BeO-KOHTEHTY.

« BcraoBiTb nporpamy, 140 06mexye yac poboTu Ha komn'toTepi.

+ CKnaBLLY [OBIPNVBI, APYXKHI CTOCYHKI 3 AUTUHOI, BU 3MOXKETE KpaLLe KOHTPOMBATH Ti aKTVB-
HiCTb y Mepexi, nigBuLLiBLUYK, TUM CAMUM, PiBeHb Ti 6e3neki.
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AKLLO BALLIV AUTWUHI BIA 15 10 18 POKIB

Y yvomy eiyi nionimxkam enacmuea emoyitina Hecmilikicmo, nidsuwjeHa 8pasnusicme,
Heo6’ekmueHe cnputinamms OiticHocmi, 80HU cxusbHi 00 ideanizayii noyymmie opyx«6u, no6osi ma
CeKcyanbHuXx cmocyHkie. [1na ocCib Lboro BiKy XapakTepHi nepeKnBaHHsA, NoB’A3aHi 3
B/TACHOIO 30BHILLHICTIO, MPUIHATTAM iX OQHOMITKaMW, BU3HAHHAM OTOUYOUNMMU iX
30i6HOCTEN | BMiHb. 3MiHM B NOBefiHLi BUK/IMKaHi rOpMOHanbHO nepebynoBoto
opraHi3amy Ta NCMXONOriYHUMK 3MiHAaMU, NPAarHEeHHAM A0 CaMOMi3HaHHA, camo-
CTBEPIKEHHA | CAMOCTINHOCTI. Kpir3a iHTepeciB € CXOXO0 Ta CyTTEBOI Npobnemoto
nigniTKoBOro Biky. [luTHa No-HOBOMY NMOYMHAE ANBUTNCA Ha HaBKOJMLLHE — Npea-
MeTu, ABULLA, NtoJen, CBIT Y Linomy. BigKpnTTa HOBMX CTOPIH peyen i npoueciB BU-
K/MKa€E HOBI NOTpebu, MOTUBK, BaxkaHHS, iHTepecH, LliHHOCTI',

MigniTkn WwykatoTb cebe, TOMy HEPiAKO CTPaXkAatoTb Bif MOYYTTA CAMOTHOCTI
i He BiguyBatoTb cebe uneHamu cycninbcTaa. Cnig Bif3HauMTK, O NOLIYK BIaCHOIO
Kona cninkyBaHHA MiAniTKoOM Nae napasnesbHO NOro NCUXONOriYHOMY BifOKpeM-
neHHio Bif 6aTbKiB. Y KibepnpocTopi BOHM 3a40BOJIbHAIOTH CBOKO NOTPebdy B Crifl-
KyBaHHi i 3HaxoaaTb gpy3is'>.

Mionimku 15-18 pokie mexHiuHo ocgiyeni ma do6pe opienmytomocs 8 inmepHemi. He3ea-
Xaroyu Ha camocmitiHicme i He3anexHicmb, 8OHU 8ce X nompebylomb HazadyeaHHA Npo HeoOxio-
Hicme dompumanHa npasun nosedinku e Mepexi ma 3axodax 6e3neku.

+ Komn'iotep cnig po3TalloByBaTin B KiMHaTi 3arafbHOr0 KOPUCTYBAHHA.

« Po3kaxiTb AUTUHI Npo npaBuna KoHdiaeHwiiHoCTi i noBeAiHKM B Mepexi Ta ii ocobucty BignoBi-
DanbHicTb.

+ [ToBiZoMTe Mpo pu3nKK, AKMX BOHA MOXKe 3a3HaTw, BiABiAYyH0UM iHTEpHET.

« [luTHa mae BMiTv opieHTyBaTUCA y npoctopi Mepexi, npaBubHO KOPUCTYBATUCA NOLLYKOBUMM
cepBicamu, BiacitoBaTu HebaKaHi enekTPOHHI NOBIZOMNEHHS | 3a XO0AHUX 00CTaBUH He HaZaBaTl
npo cebe B Mepexy ocobucty iHdpopmaLito.

- Hauitb, AK npaBunbHo cebe NOBOAWTY Y BUNAZKaX 3YCTPivi 3 LWaXpailCTBOM Ta iHLIMMM GaK-
TaMV MOPYLUEHHSA 3aKOHY.

+ [prBuiTb NOBaXaT aBTOPCbKI MPaBa iHLNX NI0AEN.

« MoAcHiTb, Lo ckauyloum 3 inTepHeTy daiinn aygio-, Bifeo- abo TeKCTOBOro opmarie, BOHa
MOXe He TinbKI NOPYLLITI 3aKOH, a / 3aBaHTaXXITH BipYC YM MPOrpamy-LUNNryHa Ha BAacHuil
Komn'toTep.

- (TBOPITH CimeiHi npaBuna 6e3neku i po3’AcHiTb NPUUNHN HeOOXiAHOCTi AOTPUMAHHA BCTAHOB-
JIEHNX BHYTPILLHIX NpaBuI.

« BuABnaiiTe iHTepec 4o BipTyanbHOro XUTTA AUTHI, 06rOBOPIOIATE 3 Heto T iHTEpHET-BPaXKeHHA



Ta LikaBTecA 3Hailomumu 3 Mepexi.

+ 06rogoptoiiTe 3 AUTUHOIO MUTAHHA 3[0POBUX CTaTEBUX CTOCYHKIB i CeKCy. Lle AacTb MOXNMBICTb
JeLwo nocnabutw i LikaBicTb i NigroTyBaTy 4o NpaBMAbHOI peaKLii, AKLLO BOHA BUMaZKOBO Mo-
TPanuTb Ha pecypcu 3 AOPOCNM 3MICTOM.

« Po3kaxiTb AUTUHI Npo pU3NKIN CNINKYBAHHA Y MPUBATHOMY PEXUMi.

+ HaBuiTb uTHHY yBaXHO CTaBUTUCA A0 iHPOPMALT, AKY BOHA OTPUMYE 3 iHTEpHETY, 1106 BOHa
BMina Bifpi3HATI NpaBay Bif OpexHi.

+ Po3nogigaiiTe npo pi3HOMaHITH cnocobu nepeBipky iHGopmaLlii.

« HanonAraiite Ha BiaBiZaHHi MOZepyeEMUX pecypciB iHTepHeTy.

« [puBuITb ANTMHY He 3ycTpivaTiCA 3i 3Haitomumu no Mepexi B oddnaitHi, a AKLLO Taka npo-
6nema Bce X Taki BUHUKHE, NPOKOHTPONIONATE il HOBI KOHTAKTU.

« HaBuiTb AuTHHY paguTiACA 3 BamMU NepLU HiX 3AIACHUTY MOKYNKY Yepe3 iHTepHeT.

« Hamaraiitecb 6yTin 03HailoMneHnMN 3 caitTamu, AKI BiABIAYE Bawa AuTuHa. Lie Hagactb moxnu-
BiCTb 3AiiiCHIOBATY NEBHUIN KOHTPONb 3a RiANbHICTIO AUTUHI B Mepexi Ta 3MeHLLTb BiporigHicTb
noTPaNAAHHA A0 iHTepHeTy ocobucroi iHdopmavii npo Hei 1a il 6a13bKux.
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KOPUCHI PECYPCU

«FAPAYI» KOHTAKTU 3 IHTEPHET-BE3MEKU

1. CneyianvHuti po30in caiimy komnawii «Kuigcmap» i3 3axucmy dimeli 8i0 Heeamue-

HO020 KOHMeHmy.

MpoKoHCYNbTyBaTMCA 3 eKCNePTOM 3 OHMaH-6e3nekn MoxHa Ha calTi http://on-
line-bezpeka.kyivstar.ua, ne kBanidikoBaHi cneuianicTn gagyTb Bignosigi Ha Bawwi
MUTaHHA.

2. EnexmpoHHa 2apaya nixia 3 npomudii dumayoi nopHozpadii e inmeprHemi «Jla
Cmpada-Ykpaina».

MoBigoMuTK NpPo BUNagKM AUTAYoi nopHorpadii B iHTEPHETI MOXKHa 3a JOMOMOrO0
¢$bopMM Ha ronoBHiI cTopiHui www.internetbezpeka.org.ua

[onoBHoO MeTo0 PO6OTU pecypcy € 6NIOKyBaHHA PO3MOBCIOKEHHA ANTAYOI NOp-
Horpadii, 0cobnmBo Ha cepBepax yKpaiHCbKMX iHTepHeT-npoBalaepis. lapaya
niHia yHKUioHye Ha 6a3i MiXHapoAHOro »KiHOYOro NPaBO3axMCHOro LeHTPy «Jla
Crpaga-YkpaiHa».

3. HayuoHaneHa «2apaya ninis» 3 numaxe npomuoii doMawHLOMy Hacunbcmey i
3axucmy npas dimed.

3BepHYBLUMCb Ha rapAadvy niHito 3a TenedoHom 0 800 500 335 (6e3KOLITOBHO ANA
[3BiHKIB i3 cTaljioHapHWX TenedoHiB Ha TepuTopii YKpaiHu), abo 386 (6e3KOLTOBHO
OnA A3BiHKIB 3 TenedoHiB MobinbHMUX onepaTopis «KuiBcTap» i «MTC») um enek-
TPOHHO0 NowwTot Ha info@lastrada.org.ua, onlandia@live.com, MoXxHa ofiep>kaTui
TaKi KOHCynbTaLii:

« [paBuna 6e3neyHoi noBeaiHKI AiTeli Mif Yac KOPUCTYBAHHA IHTEPHETOM.

- Nopaay 6atbkam 3 6e3neyHoi poboTU iTeil B iHTEPHETI.

+ [TonepesxeHHA KOMN'ITEPHOI 3aNeXHOCTi | MOXNMBICTb OTPUMAHHA NCUXONOTIYHOT SOMOMOTH.
+ [0puanyHi KoHcynbTawii CTOCOBHO 310UMHIB MPOTH AiTeld B iHTEpHETi.

« [lonomora y Bunagkax abo nigo3pax 3arpo3u AitAM Yepe3 iHTepHer.

lapaya niHia npautoe Ha 6a3i MixHapoAHOro »KiIHOYOro NPaBO3aXMCHOIO LIEHTPY
«Jla CTpaga-YkpaiHa» 3a iHpopMaLiiHOT NiATPUMKN NPoeKTy «OHNAHZIA».
4. llpoexm i3 npomu0dii He3aKoHHUM Mamepianam e iHmepHem-npocmopi YKpaiHu

Skarga.ua
Ko»Hn KopucTyBay yKpaiHCbKIMX IHTEPHET-NoPTaniB MoKe CNOBICTUTY MPO MaTe-



Jimu & inmepremi: Ak Hagyumu Ge3neyi y 8ipmyanbHomy caimi

pianu, Wo nopyLyoTb 3aKOHOAABCTBO KpaiHy Ta MiCTATb MopHorpadito 3 yyacTio
HEeNoOBHONITHIX, MPOABW PAaCOBOI i HALiOHaNIbHOT HETEPNIAYOCTI, BUABUN TEPOPU3MY,
3aKMKM AO HACUTbHULbKOT 3MiHU KOHCTUTYLINHOTO Nafy 3a gornomorot ¢opmu
Ha rofioBHin cTopiHLi http://skarga.ua/

MpoeKT cTBOpeHun IHTepHeT-Acouiali€to YKpaiHu.

5. Teneghon Joeipu MBC YkpaiHu

TenedoH posipu JenaptameHty MBC: (+380 44) 254-76-04.

MoBigomnTI NPo Be6-CalTy, WO NponaryoTb HACUIbCTBO i XKOPCTOKICTb abo po3-
nasntolTb HEHAaBUCTb, PacoBY ANCKPUMIHALLiO, 3aiMalOTbCA CTBOPEHHAM YK PO3-
NOBCIOAKEHHAM AUTAYOT nopHorpadii MoxHa B [lenaptamMeHT 60poTbbu 3i
37104MHamK, NoB’A3aHNMK 3 Toprieneto niogbmu MBC YkpaiHun.

[li3HanTeca Ginblue: KOPUCHI pecypcn
Biogioatime yxpaiHcoki ma 3akopdoHHi caiimu 011 6amokie 3 oHNAlIH-6e3neKu:

1. http://online-bezpeka.kyivstar.ua/ «be3nexa Aiteli B iHTepHeTi» — cnewianbHuil po3Ain caitty
«Kuigctap»

2. http://www.onlandia.org.ua/ Moptan «OHnAaHgia — be3neka AiTeli B iHTepHeTi».

3. http://www.detionline.ru/ «[lutuna 8 Mepexi»

4. http://saferunet.ru/ Pocilicokuit caiiT, npucsauenmil benewi Aiteil B iHTepHeTI.

5. http://www.icmec.org/ MixHapogHWi LEHTP 3aX1CTy AiTeil Bif eKcnnyaTawii Ta BUKpaAeHHa.
6. http://www.lastrada.org.ua/ MixHapogHuii Xioumii npaBo3axucTuii LieHTp «/la (rpaga-
YKpaiHa»

7. http://www.ecpat.net/ ECPAT (End Child Prostitution, Child Pornography and Child Trafficking
for sexual purposes) International (aHrnilicbkoto MoBOI0)

8. http://www.teachtoday.eu/ Teach Today (aHrniiicbkoto MoBoto)

9. http://www.make-it-safe.net/ Make-1T-safe Campaign (anrniiicbkoto MoBoto)

10. http://www.thinkuknow.org/ Think U Know Initiative (aHrniiicbkoto moBoto)

11. http://www.inhope.org/ INHOPE — AcoujaLiist iHTepHeT-npoBaiiAepiB «rapAuux niiit» (aHr-
NilCbKO MOBOI)

12. http://www.nachalka.com/bezopasnost Po3gin caiity Hauanka.py fae nopazy 3 oHnaiix- 6e3-
neKu Ana 6aTbKiB i BUNTENIB.

13. http://www.netpolice.ru/ Caiit NetPolice nonynapusye 6e3neunuii Ta epekTuBHMIA fOCTYN A0
iHTEpHETY AnA fiTeld i MiAniTKiB.
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! 3a nigpaxyHkamu Internet World Stats.

2 Pe3ynbTaTi jocnigxeHHs gemiusAudience «Do you CEE? — TeHaeHUji KpaiH LieHT-
panbHoi i CxigHoi €Bponu y 2006-2009pp.»

3 IHTepeHT-acouiauiil YkpaiHu (IHAY) BUKOPUCTOBYIOTb AaHi KomnaHii InMind (12,6
MAH. Yon., apyrun keaptan 2010p.), a YKpaiHCbKa acouialina iHTepHeT-peknamm
(YAIP) - pani Gemius i GFK(8,25 mnH. yon., ociHb 2009p.).

4B YKkpaiHi cnocTepiraeTbca HalbinbLLMii CTPUOOK 3pocTy y nepiof 3 2006 no 2009
poku — 84% (gaHi gocnigkeHHAa gemiusAudience).

5> KoopavHaTtop Bigainy Pagn €sponu 3 nuTaHb megia i iHbopmaLifiHOi cnifbHOTK
Ni Xi66appaa // «KopecnoHaeHT», 02.02.2010p.

6 Byraosa H.M. Puamnku cyyacHmx KOMN'toTepHWX TEXHOMOFiI: irpoBa 3aeXHiCTb.
//IHdopmaLifiHi TeEXHONOTIT B HAaYKOBMX JOCNIOMXEHHSAX | HaBYanbHOMYy npoueci: Ma-
Tepianu [l MixHapoaHOI HayKOBO-MPaKTUYHOI KoHdepeHLii, MJlyraHcbK, 14-16 nu-
ctonaga 2006.

7 DocnigkeHHs Symantec 2009p. PEATVHT AUTAUMX MOLLYKOBYX 3aMWTIB B iHTEPHETI.
Pexxum poctyny: http://www.infox.ru/hitech/internet/2009/12/21/Opublikovan
ryeyting.phtml

8 Orzack M.H. Computer addiction: What is it?//Psychiatric Times. - August.-1998,
V.15, N8.

°Young K.S. Internet addiction: The emergence of a new clinical disorder//Cy-
berPsychology and Behavior.- 1998, V.1, P.237-244,

19 KpumiHanbHuin Kopekc YkpaiHu, c1.301. 3akoH YkpaiHu N21819-VI, foKyMeHT
1819-17 «[1po BHECEHHA 3MiH [0 AEAKNX 3aKOHO4ABUMNX aKTiB YKpaiHU LWo[o npo-
TUAIT PO3NOBCIOAMXKEHHIO ANTAYOT NOpHOrpadii».

" KpumiHanbHui Kogekc YkpaiHu, cT.190.

12 Ocobnuea yactHa Po3gin XVI «3nounHn y cdepi BUKOpUCTaHHA eNeKTPOHHO-
06uNCNoBaNIbHUX MaLLUH (KOMM'IOTEPIB) CUCTEM Ta KOMM'IOTEPHUX MEPEX | Mepex
eneKkTpo3B'A3Ky», CcT. 361, 361-1,361-2, 363-1.

3 bonTiBeub C.I. MNeparoriyHa ncuxoririeHa: Teopist Ta metoanka: MoHorpadia. —
K.: Pepgakuisa «broneteHA Buwoi atectauinHoi komicii YKpaiHmy, 2000.

4 Makcumenko C.[0. leHesa 3giricHeHHa ocobucTocTi. K.: Bua-8o TOB «<KMM», 2006.
> Yena M.-J1. MATb BeNUKUX TalH nctopuyeckon ncuxonorun.— K.: «LLIKosbHbIN
mup», 2005.
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CMUCOK BUKOPUCTAHWNX OKEPEN

- Makcumenko C.J1. TeHe3a 3ailicHeHHs ocobuctoci. K.: Bupg-Bo TOB «KMM», 2006.

- Makcumenko C.[1.. 3aranbHa ncuxonoria. 3-€ BuaaHHs. MlepepobneHe Ta sonoHeHe. HaBuanbHuii nocibHMK.—
K.: «LlenTp yubooi nitepatypu», 2008.

- Makcumenko C.[1. Mcuxonoria y couianbHiii Ta negaroriuHiin npakTuwi. MeTogonoris, MeTogu, porpamu, npo-
uea- K., 1998.

- Makcumenko C.[1. Mcuxonoriue 350poB ‘a diteit. B kH.: ABTopcbKi mporpamu 3 ncuxonorii.— K.: «LUKinbHuii
BIT», 2002.

- Makcumenko C.J., Yena M.-T.A., byraesa H.M. TpaHchopMaLinOHHbIE MeXaHU3MbI HYX[bl B 3aBUCUMOCTD:
reHeTUKo-MOAeNVPYIOLLMA METOA NPOrHO3MPOBaHNA aAAMKLWIA B OHTOreHe3e. KoHGepeHLna «JKcnepumeH-
TanbHas ncuxonorna B Poccun: Tpagnumm n nepcnektuebl», Mocksa, 2010.

- Makcumenko C.J1., Makcumenko K.C., Manyya M.B. Mcuxonoria ocobuctoci.— K.: Bug-go TOB «KMM», 2007.
- Makcumenko C.J1., Kokyn 0.M. TeopeTuko-MeToz0n0riuHi 3acagy NCUXONOriYHOMO 06rpyHTYBaHHA 3axoziB
nponaryBaHHA cepef Monogi 350pooro cnocoby xutta / C.[l. Makcumenko // lpakTuyxa ncuxonoris Ta co-
LianbHa po6ora. - 2009. - N2 8. - . 59-63.

- bontigeup C.I. Megaroriuna ncuxoririeqa: Teopia Ta metoguka: MoHorpadia. — K.: Pegakuia «bronetens
Buwoi atectauiiinoi komicii Ykpainuy, 2000. — 302 c.

- bontisewp C.I. TeopeTnko-meToANYHI OCHOBI NCUXOTirieHiuHOT0 BIX0BaHHA Monogi [Tekct] // pakTiuHa neu-
X0NOriA Ta colianbHa poboTa : HayKoBO-NPAKTUYHWIA OCBITHHO-METOAMUHNIA XypHan. - 2009. - N 9. - . 60-63.
- bontiewb C.I. Bikoi ocobnusocTi nepiogn3aLii ncuxoperynawiiiHux Hopm po3BUTKY yuHis. // lpobnemu 3a-
ranbHoi Ta neparoriyxoi ncuxonorii: 36. Hayk. np. IH-Ty ncuxonorii im. I.C.Koctioka ATH Ykpaiku /3a peg.
C.J.Makcumenka. — K., 2004. - T. VI, Bun. 8. — C. 33-43

- bonrigewp C.I. lyxoBHicTb | Mopanb y MonogixHomy cepegoBuLLi. ingocait. — 2003. — N22. — C. 24-26

- bonrigewp C.l. Megaroriuni acnekTu ncuxoririenn yuna.- K.: Pag. wkona. — 1990. — N 5. — C. 66-70

- bonmieup C.I. Kak nomoub noapocTKy HaiiTv cBoii 06pa3, unu ncuxoruriena cobctBeHHoro o6pasa. // 3epkano
mofbl — 2001. — N&5 (23). — C. 66-67.

- Yena M.-J1. Matb Benukux TaiiH uctopuueckoit ncuxonorim.— K.: «lLkonbHblit Mup», 2005.

- Yena M.-JI.A. Big ¢i3ionorii go syxoBocTi: AKicHi piBHi BikoBoro po3suTky. CoopHuK Tpyaos “[lyxoBHo-HpaB-
CTBEHHOE Pa3BUTIE IMYHOCTM B MHOTOKY/IbTYPHOM CaBAHCKOM NPOCTPaHCTBE” POCTOBCKMI FOCYAAPCTBEHHbII
negarornyecknii yHusepcurer. [lata posmiwyenns 23.04.2003.

Pexum poctyna: http://rspu.edu.ru/conferences/religious/Chepa.htm

- Yena M.-J.A. Mcuxonoriuni 0co6a1BOCTI GopMyBaHHA TIOTIOHO3aNEXHOCTI Y MiANITKOBOMY Ta lOHALbKOMY
BiLli. CyuacHi nigxoau 4o npodinakTuKm TIOTIOHOKYpPiHHA, ankoroniamy, Hapkomatii Ta CHIJY. Matepianu koH-
depenuii. — K.: 2003. — C. 38-39.

- Yena M.-J.A., PoxaectBeHcobkuii 10.T. Mcuxonoria y3anexHeHb (Ha Npuknagi opmyBaHHA TIOTIOHO3aneX-
Hocri. lpobnemu 3aranbHoi Ta neparoriyHol ncuxonorii. 36ipHUK HayKoBWX npavlb IHcTUTyTY ncuxonoriiim. I.C.
Koctioka AlH Ykpaikn. — K.: 2003, T.V, u.4.—C. 347-353.
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-Yena M.-J1.A., Yaitka I.B., Mynuesa T.B. TpeHyBaHHA NcuxiuHmx yHKLl LUKOAAPa KOMN'IOTEPHUMI 3aC06aMMK.
HaykoBo-meToauuHmil nocibHmk. 3a pea. M.-JLA. Yenu. — K., [HctutyT ncuxonorii AMH Ykpaitu, 1996.-99 c.
- byraitosa H.M. lcuxonoriyHi npo6nemu iHTepHeT-aauKLii B yMOBaX BUKOPUCTaHHA TeNleKOMYHiKaLliliHIX Tex-
Honorili. Po3gin 4. TenekomyHikaLliiiHi TeXHOAOTii y HaBYaNbHOMY MPOLEC: METOANYHI pekomeHaaLlii.— Kui,
HAT Ykpainu, 2009.

- byraitoBa H.M. Pusuki cyyacHux Komn'toTepHIX TEXHONOTIl: irpoBa 3anexHicTb. // Indopmaviiini TexHonorii
B HaYKOBIAX AOCTTIMKeHHAX | HaBuanbHoMy npovieci: Matepianu || MixHapozHoi HayKOBO-NPaKTNYHOI KOHde-
peHuii, M. Jlyrancbk, 14-16 nuctonaga 2006 p. T.1.- Jlyrancok, 2006.

- byraitosa H.M. lcuxonoriuni 3akoHOMIpHOCTi pO3BUTKY aAUKLil B OHTOTeHe3i. 36ipHUK HayKoBWX NpaLb IH-
crutyty nanxonorii im. I.C. Koctioka HAMH Ykpainu / 3a pes. C.II. Makcumenka. T. XII, vact. 4. — K., «THO3U»,
2010.

- byraesa H.M. [no6anbHble puckin cnonb3oBaHuA COBPEMEHHbIX TeIeKOMMYHUKALIMOHHbIX TEXHONOTUIA.- Ak-
TyanbHi npo6nemu ncuxonorii: McuxonoriuHa Teopis i TexHonoria HayaHHA.— K.: Mineriym, 2007.— 1.8,

BuN. 3.

- byraitosa H.M. BipTyanbHi pomaHTuuHi crocyHKiI B IHTepHeTi, KibepcekcyanbHa 3anexHicTb..- AKTyanbHi npo-
6nemu neuxonorii: Mcuxonoriyxa Teopis i TexHonoria.— K.: Bug. Ynisepcutety im. M.IN. iparomanosa, 2008. —
1.8, Bun. 5.

- byraitoBa H.M. InTepHeT-aanKuia Ak opma 3anexHoi noBediHKM. // Teopia Ta MeToANKa HaBYAHHA MaTema-
ThKM, Gi3ukm, iHpopmatukn.- Kpuswmit Pir, “HMeTAY’, 2006.- T.3, Bun.VI.- 408 c. (7 ctop. — 0,3).

- byraitoa H.M., Llan B.J1. Mpodinakuka IHTepHeT-3anexHOCTi B nepebiry eneKTPOHHOr0 HaBYaHHA: 36ipHIK
HayKoBUX npaub. Bunyck |.— Kpuswii Pir: Bugasruuwii Biggin HmetAY, 2010.

- BoiickyHckuii A.T. Mcuxonornueckme nccnegoBanus deHomeHa MHTepHeT-agankLmm. Pexum goctyna:
http://psynet.carfax.ru/texts/voysk4.htm

- EropoB A.10. Hexumnueckme 3aBucumoctu.- (M16.: «Peub».- 2007.- 190°c.

- Kotnapos A.B. [lpyrue HapkoTuku uan Homo Addictus: Yenosek 3aucumbiii.- M.: Mcuxotepanua.- 2006.-
480 c.

- (rapwen6aym I.B. Ananktonorusa: ncuxonorua u ncuxotepanusa 3apucumocteit.- M., u3g. "Koruto-Lientp",
2005.

- Marks |. Behavioural (non-chemical) addictions//British J. Addict.- 1990, V.85. - P.1389—-1394.

- Orzack M.H. Computer addiction: What i it?//Psychiatric Times. — August.-1998, V.15, N8.

-Young K.S. Internet addiction: The emergence of a new clinical disorder//CyberPsychology and Behavior.- 1998,
V.1, P237-244.
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OITU B IHTEPHETI:
AKHABYUTW BE3NELLI Y BIPTYANIbHOMY CBITI

KOPOTKA NAM'ATKA A1 BATbKIB

« NiaBwLLyiiTe BNACHY KOMN'l0TEPHY Ta iHTEPHET-00i3HaHICTb.

« (TaHbTe 1A CBOET AUTUHI LPYTOM i MOPaSHIKOM, OMaHOBYIiTe iHTEPHET Pa3oM.

+ 06epiTb HaliBinbLL NPUIAHATHIIA CNOCI6 TEXHIYHOTO 3aXWUCTY: Bify PErynApHO NOHOB/HBAHOTO aH-
TUBIPYCY 110 CMeLianbHOro NPOrpamMHoro 3abeneueHHs, (Lo 3abe3neuye 6aTbKIBCHKUIA KOHTPONb
Ha Komn'toTepi Ta Mo6inbHomy TenedoHi AUTHY.

- (TBOpITb TepuTOpito Ge3neyHoro iHTepHETY. 3aNponoHyiiTe AiTAM Ni3HaBaNbHi, Likagi Ta 3axo-
nnotoyi iHTepHeT-pecypcy. LLlo6 3axuctuTn Aitei Big pusnKis BipTyanbHOro CBiTY, BUKOPUCTOBYIATe
MOHOBIIOBaHNIA CNMCOK peKOMeHZ0BaHWX CailTiB A AiTeil Ha http://online-bezpeka.kyivstar.ua/

CimeliHa oHnaiin-6e3neka — 8ionoeioanbHicMb KOXH020
Haeyime dumuny npasunam 6e3ne4Hoi po6omu y Mepexi:

1. Po3'AcHimb dumuHi 8axnueicme 3axucmy cgoei ma 4yxoi KoHpideHyiliHoT iHpopmayii:

« He MO)KHa BUKNaZiaTy B iHTepHeT iHpopMaLlito npo cim'to Ta Ti GiHaHCOBI CnpaBy, afipeckt NPOKMBaHHA Ta
HaBYaHHs, HoMepH TeneoHiB, KpeAUTHOT KapTKM Ta baHKIBCbKi AaHi;

* HiKoMy, KpiM 0aTbKiB, He MOXHa Ha3vBaTV BNacHi Naponi 0 iHTepHeT-CepBiCiB (HaBiTb HalKpaLLiM
Lpy3aMm).

2. Hasuimo dimeii nosooumuca & iHmepHemi mak camo, sik y peanoHomy xummi. Y BcecBitHiin Me-
pexi ANTUHa MaE NOBOAMTUCA BBIUNNBO, HE POBUTY HIYOTO, WO MOXKe 06Pa3nNTH iHLLINX
nofen abo cynepeunTb 3akoHy. MOACHITb 4iTAM, WO B iIHTEPHETI TaKOX CJ1if i3 NoBaroto cTa-
BUTUCA [0 NOAEN Ta IX aBTOPCbKNX NpaB. He3aKoHHe KoMitoBaHHA Ta PO3MOBCIOAKEHHA Ma-
Tepianis, O € YNEIOCb BAACHICTIO, BBAKAETbCA KPAZIXKKOIO.

3. BipmyanoHuii cnispo3amosHuK Moxce sudagamu cee 3a iHwozo. HaBuiTb AUTVIHY He HAaATO fO-
BipATY He3HanoMum niogam y Mepexi. IuTriHa NoOBUHHA 3HATH, L0 HE MOXHa NpuU3HavaTh
3yCTpiy 3 BipTyanbHUMM 3HaliloM1MK 6e3 [03BONY 6ATbKIB.

4. BipmyanoHuii ceim iHodi Kowmye peanvHux 2poweli. 3aBXAN NOTPIOHO 3'ACOBYBaTH,
CKiNlbKI KOLUTYIOTb criewianibHi iHTepHeT-cepBicu: Hanpukiag, AKOK € NOBHa BapTiCTb SMS
B OHJIAMH-rpi. AKLLO Taka iHpopMaLia He oueBUHA ANA AUTUHM, BOHA MA€E 3BEPTATMCA 3a
nopagoto fo Bac. lonomaraiiTe Oitam po3ibpaTtncs, CKinbKu HaCcnpaBgi KOWTYOTb Taki SMS-
nocnyrv Ta um AifncHO HeoOXiAHO TX HagcKUnaTu.

5. 38epmamuca 3a nopadoio — Heo6xidHo. [OBiAOMTE AUTHUHI, LLIO BOHA MOXe 3BEPHYTUCA
[0 Bac y 6yab-akii cuTyauii. AKWoO B iHTEpHETI (y MOBiJOMNEHHI €NEKTPOHHOT MOLWTY, Ha
canTi, opymi, yaTi) LLOCb He 3PO3yMiNio, XBUIIIOE abO 3arpoKye, ANTVIHA 3aBXAN MA€E 3Bep-
TaTucA no gonomory fo Bac. IHpopmallis Ta nocnyru B iHTepHeTi He 3aBXAv 6e3neyHi, Tomy
nepLL HiX 3aBaHTa)KyBaTy, KOMitoBaTU Yy BCTAHOBJIIOBATY OyAb-LLO 3 iHTEPHETY, ANTUHA MaE
oTpvMaTu Baw fo3sin. HaBuiTh nepesipATY iHdopMaLiito 3 Mepexi 3a gonomoroto fogat-
KOBMX 3anuUTIB i 3BePHEHHA A0 NepeBipeHNX axepen.



